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1 Introduction 

1.1 MMUSST 

MMUSST (Multi-application MUlti-issuer citizen card Scheme STandardisation) delivers: 
 

·  an overview of the methods and components for standardising the ICT environment 
of a citizen service scheme using smart cards and possibly other types of smart 
media1, and  

·  specific business analysis and guidelines for the deployment of multi-application 
smart cards and the enabling of multiple issuers of smart cards within each scheme.  

 

ICT is Information and Communications Technology, an extension of IT to 
include networked information and transaction services. Equally important are 
both functional and information security aspects. 

 
The initiative for developing MMUSST came from the SmartCities IST Project (12252) 
managed within the European 5th Framework Programme and the SmartCities Interest 
Group (SIG – see [D12.7] and References in Part 1 of MMUSST). They developed the 
SmartCities concept for multi-application and multi-function cards to be used to access 
multiple eServices, both on-line and off-line. With EC funding, and together with suppliers, 
a demonstrator project was developed in Southampton, UK.  
 
The MMUSST CWA is formatted as guidelines for decision makers: 
 

·  Part 1 provides descriptions of concepts, functions and legal and regulatory items, 
together with guidance on business planning. 

·  Part 2 (this document) provides technical material to support the concepts and 
functions described in Part 1 and to assist with conformance to specifications and 
standards. 

 
Within the scope of MMUSST: 
 

·  citizens and visitors,  and also individuals within businesses operating their 
business roles, hold smart cards and use them as secure tokens for accessing 
eServices,  

·  an eService may deliver the complete service (e.g. registration of change of 
address, submission of an application form, or payment made or received), may 
enable the provision of other services in physical or electronic form (e.g. public 
transport journeys, access to libraries or downloadable electronic data services, or 
the supply of goods), and  

·  overall a scheme has to be secure, providing confidentiality and reliability, and 
creating trust in its methods and in the assurance of identity and authorisation that it 
delivers. 

 

Token: something used as proof of authenticity. 

In the citizen service environment, the smart card is often accepted as a token, 
demonstrating membership of a group, and then used to indicate entitlement to 
the services provided by or to the group. Increasingly the same token is being 
used to identify the individual card holder and verifying that identity using an 

                                                 
1 The term ‘smart card’ is used throughout MMUSST while recognising that other forms of smart 
media may be used where appropriate (see section 2.2) 
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authentication method and a database held by a Trust Service. 

The term ‘secure token’ is used to describe a token with a demonstrable level 
of security of the information that it carries, capable of communicating using an 
appropriately secure method. 

 
MMUSST:  
 

·  is primarily oriented towards those organisations developing and operating ICT 
schemes providing services in and for a local municipality, a natural geographical 
region, or a metropolitan area, and 

·  expects that national level services will use the smart cards issued within the local 
schemes.  

 
The target organisations will be in or working for the public sector. For example:  
 

·  a local government public sector organisation (a local authority, a group of LAs); 
·  a partnership of public sector organisations with the private sector (perhaps a 

company part owned by the public sector and part by the private sector), with a duty 
to deliver on behalf of the local government public sector; 

·  central or regional government on behalf of local government. 
 
For those organisations, ICT methods developed, purchased or sponsored by the public 
sector are used in the provision of citizen services to simultaneously deliver:  
 

·  improved service to citizens, visitors and businesses, and  
·  improved management of the public sector. 

 
For this type of scheme, the business case is much wider than the simple financial case, 
and therefore: 
 

·  appropriate methods and disciplines are required, particularly in the areas of service 
quality and information security, and  

·  it is essential to be able to collect information to show whether the scheme is 
delivering against the wider business case. 

 
Fundamentally it is the automating of service delivery by using ICT methods that enables 
improved service delivery. The functional route is: 
 

·  Existing methods become partly or wholly automated.  
·  The development of new automated methods for service delivery is also enabled. 
·  Delivery costs are reduced, sometimes dramatically, because of the automation of 

delivery. 
·  Many services can potentially be delivered where and when the citizen wants them, 

without inconveniencing service staff or requiring additional staff resources. 
 
At the same time it is essential that the operation and results of the automated methods 
can be trusted. As well as normal quality of service and information security principles 
contributing to the building of trust, central to many of the services will be assurance of the 
identity of the person using the card (identification and authentication), and of that person’s 
right to the service delivered (authorisation). Here: 
 

·  different services require different trust levels for those assurances,  
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·  many of the services require that only the registered card holder may use the card 
to gain access to those services, and  

·  an essential factor in those assurances is trusting the scheme methods and 
components to protect against use of a card holder’s identity and other credentials 
without the card holder authorising that use. 

 
A local area scheme is expected to:  
 

·  consider adding, or be required to add, regional and national services,  
·  be open to controlled interoperability with selected neighbouring schemes, and  
·  be open to participation in a national network of schemes providing selected 

functions in a nationally interoperable manner.   
 
Therefore:  
 

·  schemes will increasingly have to comply with regional, national, pan-European and 
global standards and specifications, and  

·  the same strictures on quality of service and information security apply to wider area 
services as is the case for services provided in the core local scheme. 

 
 

 
 

Figure 1: Basic transaction architecture 

 
Within any one scheme it is expected that there will be support for:  
 

·  several types of smart card, from multi-application cards with strong security, down 
to secure memory cards such as Mifare™, and  

·  several transaction architectures: on-line, off-line and intermediate, each with 
several variants.  

 

Transaction architectures 

On-line: direct connection at the logical level from terminal to eService, usually 
across the internet or an intranet. 

Off-line: using a stand-alone terminal or terminal system that does not connect 
to a remote server during the transaction but may later forward transaction 
messages 
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Intermediate: connecting to a local server that partially processes the 
transaction, with later transfer of data to a host system (a ‘back office’ system) 
that completes the transaction. 

 
There may also be multiple issuers of smart cards and on-card applications, with provision 
for each issuer to specialise in particular sections of the overall scheme. 
 
MMUSST considers multiple methods, multiple types of components, and multiple starting 
points for scheme development:  
 

·  The methods surveyed are taken from both existing and emerging smart card and 
related system technologies.  

·  The components described are also both existing and emerging.  
·  The starting points for scheme developers include:  

o clean sheet design projects,  
o migration from methods not using any ICT, 
o upgrading of ICT schemes not already using smart cards, 
o further development of, and also merging of, existing schemes2 using smart 

cards,   
o incorporation of regional, national and international eServices and methods 

into existing schemes using smart cards, and  
o implementing interoperability between separately owned and managed 

smart card enabled schemes. 
·  A scheme may start development simultaneously from more than one starting point, 

or alternatively development streams from different starting points may begin 
sequentially. 

 
By providing for multiple types of card, multiple on-card applications, and multiple issuers, 
a scheme following MMUSST guidelines is able to optimise its offers from the points of 
view of card holders, scheme managers (including security managers) and eService 
providers. MMUSST also provides guidelines for minimising complexity in local functions:  
 

·  alignment of eServices with common methods for use of the card and with common 
data structures (both on card and off card), and 

·  well-defined and common methods in terminal equipment. 
 
1.2 The MMUSST environment  

MMUSST is about building an ICT service scheme for citizens and persons in 
businesses:  

·  providing eGovernment and other eServices from a portfolio of local, 
regional and national services,  

·  keeping information secure,  

·  operating confidentially and reliably, 

·  using multi-application smart cards as well as other types of smart card 
(and more general smart media), and  

·  built in a modular way. 

 
                                                 
2 Existing schemes are referred to as legacy schemes where they use unique architectures not 
aligned with standardised methods. 
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Since the SmartCities demonstrator project referred to above was initiated:  
 

·  technology developments have been rapid and also diverse, so that the proposers 
of citizen service card schemes now have many technical decisions to make from a 
wide variety of choices of components and methods,  

·  scheme developers are increasingly required to conform to regional, national and 
European policies, legislation and specifications, and to global technical standards 
and specifications – but the conformance requirements and the technologies 
available may conflict with each other.  

·  despite all the work done and associated EC support, universal technology 
solutions have not yet emerged for eGovernment use of ICT in the provision of 
convenient and secure citizen eServices. 

 
In this environment MMUSST demonstrates to:  
 

·  scheme owners (who will usually also be card issuers),  
·  service providers, and  
·  suppliers of scheme components, 

 
that the multi-application citizen service smart card:  
 

·  supports the growth and convenience of both eGovernment and private sector 
eServices,  

·  may be successfully deployed to provide access to local, regional and national 
eServices, and  

·  is an essential tool for compliance with regional and national specifications in a local 
scheme where multiple card issuers are empowered to issue not only general 
purpose multi-application cards but also alternative specification cards optimised for 
specific eServices, 

 
and that the deployment of multiple card issuers within a scheme, in conjunction with 
multiple cards types being issued and accepted within the scheme: 
 

·  supports cost-effective specialisation of card issuers serving the delivery of services 
with particular characteristics, and  

·  enables improved relationships with particular sub-sets of the card community. 
 
Essential processes in the development and management of a citizen service ICT scheme 
are the establishment and maintenance of trust in the scheme and services; MMUSST 
includes that topic. Trust levels and trust methods and processes are continually evolving, 
but the basics have been defined:  
 

·  trust levels have been codified3,  
·  for each service and system component a trust level has to be allocated, and 

defined in detail,  
·  security policies and processes appropriate to each trust level have to be defined 

and implemented,  
·  many (but not all) of the technology specifications and methods for minimising risk 

are in place, and others are being developed and codified for risk, and  
·  risk assessment methods and associated mitigation strategies are widely 

understood. 
 
                                                 
3 See documents from UK ( [UK-xxx] and USA [140-2] in References 
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MMUSST models a scheme in multiple dimensions, business led and technical. 
Characteristic of these dimensions is that a change in one potentially affects, or is 
constrained by, all the others – they are inter-dependent, not orthogonal. For success, a 
scheme has to be at least satisfactory in all of the dimensions. 
 
MMUSST assumes that an iterative implementation process is used to move from policies 
determined by local, regional and national administrations to delivery of services together 
with associated technical processes. The basic process is: 
 

·  Determine a requirement  
·  Define one or more technical processes and associated information and security 

requirements 
·  Analysis  
·  Synthesis  
·  Assessment  
·  Development 
·  System integration 
·  Test (also, if necessary, certify compliance) 
·  Training 
·  Release 
·  Monitor operation and revise the design as necessary (continuous improvement) 

 
Where any stage of this process does not produce a satisfactory outcome from processing 
its inputs:  
 

·  either the changes required should be outlined, for consideration as input to 
technical development projects (internal to the scheme or externally contracted), 

·  or the requirement is referred back one or more steps (including as far as the policy 
makers) for changes to be made earlier in the process. 

 
During implementation of a policy requirement: 
 

·  Analysis operates across the multiple dimensions, discovering how the requirements 
in each dimension might be satisfied during implementation of a policy. 

·  Synthesis brings together features from all the dimensions to create a design that 
implements policy while satisfying all stakeholders (including external organisations 
and card holders). 

 
To maximise the possibility of implementing a range of services (local, regional, national, 
and private sector) within a local scheme, it is important that:  
 

·  the components available to a scheme are as modular as possible, and 
·  external constraints (e.g. from regional and national specifications, and also from 

the specifications of other schemes with which a developing scheme may wish to 
have interoperability) produce minimal conflicts with local scheme specifications and 
with each other.  

 
It is here that the multi-application card platform assists with resolving technical conflicts, 
allowing an eService with particular requirements at the card level to install its own on-card 
application conforming to its own specification for function and information security4. Also it 
                                                 
4 It follows that multi-application card platforms should be designed for interoperability, a principle 
followed in [24727dr] and Global Platform [GP] work. 
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is here that a local scheme may wish to issue more than one type of card, and have 
several specialist issuers, in order to optimise implementation (e.g. performance, security 
level, cost, user convenience) for particular functions and trust levels. 
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2 Scope and objectives 

2.1 Scope of this document 

·  Definition of a framework for the development and operation of flexible, secure citizen 
service ICT schemes using smart cards issued to individual persons, where the core of 
a scheme is local service provision, and the schemes incorporate: 

 
·  multi-application smart cards,  
·  multiple card issuers and on-card application issuers,  
·  functions compliant with regional and national specifications, and  
·  provision for interoperability with other schemes. 

 

·  Introduction of appropriate technical methods to be used to:  
 

·  implement, secure and operate the types of scheme described in MMUSST CWA1 
(a Smart Card Community, associated with a local eService Community plus access 
to other eServices), deploying and supporting multi-application smart cards,  

·  provide interoperability with other schemes, and 
·  deliver Information Assurance to card holders. 

 
Where possible, reference is made to other documents that are definitive sources of 
technical information.  
 

Smart card technology is a part of Information and Communications 
Technology (ICT).  

ICT methodology is an engineering discipline, implementing precisely defined 
processes. Incorporating smart cards into eService methods has triggered 
extensions to ICT engineering tools. 

The personal smart card is a secure token, and the methods used in a smart 
card scheme are targeted at creating and maintaining an appropriate level of 
security of the information stored in the smart card, stored in servers, and used 
in transactions. Security requires detail engineering: cards, terminal equipment, 
servers and transaction methods should each be appropriately secure, and 
communications links should be used in a manner that protects information 
from a link’s insecurity. The security of the overall scheme must always be 
under review, contributing to continuing risk assessment by the scheme’s 
managers. The continuing review must assess equally both external and 
internal threats, and guide the development of appropriate security methods. 

 

Information Assurance is the term for the combination of process definitions 
(21st century version of systems analysis), security methods and technology, 
quality management, and expert external assessment and certification – all 
required to be worked through when delivering eServices to citizens and 
businesses through a variety of channels. The use of strong security multi-
application smart cards is at the top of the range of methods. 

Most of the methods, components and support services are already there, but 
suppliers still have to be convinced that the market is robust enough for the 
remaining pieces to be completed in compliance with agreed open standards 
and interoperability specifications, and major parts of the public sector have 
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some way to go before it is overall a sufficiently knowledgeable set of 
customers. 

 
2.2 Objectives of this document 

This document is primarily technical in content.  

Part 1 of MMUSST has business level and conceptual material. 

 

·  To provide guidelines for design processes that take a system-wide view of each 
service, while at the same time delivering necessary compliance and performance and 
maximising flexibility. 

·  To provide references to, and where necessary descriptions of, technical methods for 
implementing and managing local citizen service card schemes (Smart Card 
Communities) that:  

·  use multi-application microprocessor smart media (typically smart cards) issued to 
individual persons, possibly alongside lower function smart media, 

·  are able to support multiple card issuers, 
·  may require to be interoperable with similar schemes across a local region,  
·  include national and regional functions (functions conforming to national and/or 

regional specifications),  
·  may provide connections to national and regional eServices (both centrally provided 

and distributed services5), and may allow independent connection of cards issued 
by a Smart Card Community (SCC) to regional and national eServices,  

·  are appropriately secure, and 
·  deliver high quality eServices in an inclusive manner (implementing EC policy of 

“Design for All” [DFA]). 

·  To recommend further standardisation where appropriate. 

·  To provide, for each technical function, method and requirement, a non-technical 
introduction or description. 

 

Explanation of the difference between ‘smart card’ and ‘smart media’. 

In common terminology in the ICT area, technically a smart card is the size, 
shape, thickness and durability of the classic bank credit or debit card (the ID-1 
size card). That physical format was originally defined as a standard for an 
identification card (primarily in banking), before electronic methods were 
introduced to this area of banking. Note that there are also other standard 
lengths and widths defined in the original standards work, and the smaller SIM 
formats used in mobile phones are defined in a later standard. 

Smart media is the term used for products that have the electronic capabilities 
typical of today’s smart cards, but have a different physical format from those 
defined in the standards. Varied shapes, thicknesses and construction 
materials are particularly found where contactless technology is used to 
connect the card to the terminal equipment, an outstanding recent example 
being the development of chip-enabled passports, but also thin flexible cards 
and low usage (often disposable) paper and plastic products are emerging and 
are being standardised. Additionally contactless interfaces are built into 
pendants and even watches (although they may need special configurations of 

                                                 
5 A distributed service, such as transport ticketing compliant with IFM/IOPTA (e.g. ITSO), has 
multiple interconnected message handling and processing nodes 
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readers for reliable operation).  

In the contact interface area, new designs of secure tokens using the computer 
USB interface have appeared, sometimes in card form, and sometimes 
complete with a standard USB connector. 

 
2.3 Relationship with other material 

MMUSST builds on other European and global standardisation work 

 
Input material for MMUSST includes scheme architecture and citizen-centric components, 
plus global standards and specifications. Both published and emerging work is considered. 
 
MMUSST therefore develops outline descriptions of several architectures, transaction 
processes and security methods, indicating that they will co-exist within a scheme. 
 
2.3.1 CWA 15264 eAuthentication 

CWA 15264 (eAuthentication, often referred to as eAuth [eAuth]) is a high level description 
of a system using smart cards as tokens for identification and strong authentication. 
Assumptions in eAuth are: 
 

·  A central administration (a country or province) owns and operates the scheme, 
taking responsibility for many of the roles within the scheme. 

·  The core on-card application is designed for identification and authentication of the 
card holder, possibly with digital signature also included. 

·  The core eService is authentication (verification of identity) in order to allow the 
scheme owner to authorise the card holder to access a service. 

·  Additional credentials (attributes in cryptographic certificate terminology) may be 
added to the card by a third party (as an additional on-card application), but the 
scheme takes no responsibility for them. 

 
eAuth is derived from [OSCIE GIF]. 
 
At a high level, MMUSST uses a four layer model that aligns with the 3 layer model in 
CWA 15264 (eAuthentication) [eAuth]. 
 

MMUSST layers Responsibilities eAuth layers 

Management Responsible for development of the scheme, its 
operational management (for both function and 
security), and contractual relationships with external 
organisations and other schemes. 

Provides the Card Community and its managers 
with information about activity within the scheme: 
transactions, quality of service, and security 
performance 

For a single 
scheme, a sub-
set of these 
functions is 
included in the 
Secondary 
layer 
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eService If contracted to the scheme (owned by the scheme 
or affiliated to it), must comply with scheme 
specifications for data structures transaction 
methods, security methods, and interface to 
scheme cards.  

If not contracted to the scheme (and therefore must 
be handling the card direct), may use information 
and applications on the card only where it knows or 
can discover their specifications, and knows or can 
discover any security methods related to the 
information and applications on the card.  

May, subject to contract, install its own on-card 
application on multi-application cards issued by the 
scheme in order to implement its own transaction 
methods. 

Tertiary 

Enabling The pre-requisites which create the necessary 
conditions and trust required to enable operation of 
transaction and management processes; they also 
provide for control by scheme management and 
management of legal compliance.  

Includes registration of card holder and initial 
personal data recording, card and application 
issuing and life cycle management (and enabling of 
3rd party load, etc), security key and overall security 
management, infrastructure management, 
establishing interfaces with eServices 

Secondary 

Transaction Delivery of the eService on demand, plus 
forwarding from off-line terminals 

Primary 

 
eAuth suggests the use of interface adapters between schemes (for both message 
protocol and security conversion) – but does not define the conversion processes and only 
includes one transaction architecture (on-line direct from terminal to eService). In particular 
the matching of one security domain and another is complex, normally requiring prior 
arrangements6 to be made in the management and enabling layers before interoperability 
can be enabled.  
 
2.3.2 SmartCities 

The SmartCities concept is for a local citizen service scheme, capable of being replicated 
across many municipalities. The associated documents explore several areas of both 
management and technology. 
 
The associated demonstrator project:  
 

·  developed an architecture using a hub system with several I/O interfaces on both 
the terminal side and the eService side,  

·  demonstrated integration of two legacy schemes together with new eServices, and  
·  commissioned a report on data protection issues when storing and sharing card 

holder personal data within a scheme (see Smart Cities document [D12.7]).  
 
SmartCities documents are listed in the references in MMUSST Part 1. Note that they:  
 

                                                 
6 Both contractual and technical 
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·  demonstrate that incorporating legacy schemes must be carefully planned and 
managed,  

·  do not include a completely defined set of interfaces and methods, and  
·  do not describe security methods. 

 
2.3.3 eEpoch 

eEpoch documents [eEpoch] describe a demonstrator project for interoperability of IAS 
methods across otherwise independent eID schemes. They show that a common 
interoperable on-card IAS application should be added to the smart cards issued by the 
schemes, and thus recommend multi-application cards. Note that eEpoch uses eAuth. 
 

IAS is Identification, Authentication and electronic Signature 

 
2.3.4 eTicketing 

Emerging work in CEN TC224 [IOPTA] and TC278 [IFM] describes interoperable 
eTicketing methods, suitable for a peer-based network of schemes with a centralised 
security service. The specifications are at a high level, with each network expected to 
define its own implementation specification: 
 

·  [IOPTA] defines the components of the on-card application, and the interface with 
the terminal 

·  [IFM] describes the relationships within single schemes, plus some aspects of the 
network of schemes 

 
Security mechanisms are not described in detail, leaving each implementation to define its 
own security methods. 
 
Currently the documents apply only to interoperability within a single network, or more 
precisely within a single security domain across which security keys and permissions are 
shared. The intention is to allow:  
 

·  the [IOPTA] on-card application to be useable across the entire network,  
·  Product datasets (perhaps with process information), representing tickets and 

related items such as value records, to be loaded into the on-card application by all 
registered providers, and  

·  Products to be accepted by registered Service Providers subject to contracts with 
each Product Owner 

 
The UK [ITSO] and Germany have national specifications derived from the standards 
work, and the UK has a national security key and permissions distribution service. The 
French Calypso specification is an earlier non-interoperable design, with upgrades being 
considered. 
 
2.3.5 Citizen IAS 

Emerging work in CEN TC224 WG15 (citizen card [CIT-CARD]) and WG16 (digital 
signature [14890]) is defining complex specifications for on-card applications for 
Identification, Authentication and digital Signature. WG15 addresses eID and additional 
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credentials, and WG16 is addressing digital signature by upgrading CWA 14890 to EN 
14890 [14890]7. 
 
WG15 work is related to the ICAO ePassport specification (draft update8 to ICAO 
document 9303, also to be published as updated ISO 7501). 

                                                 
7 The draft signature specification from the Trusted Computing Group [TCG] is much simpler; 
initially it is for use with a Trusted Platform Module [TPM] housed on a PC motherboard 
8 At end 2005 the drafts are not in the public domain, but national standards bodies should be able 
to provide access to them 
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3 References and terminology 

3.1 Informative References  

 

[eAuth] CWA 15264:2004 eAuthentication 

Part 1: Architecture for a European interoperable eID system within a 
smart card infrastructure 

Part 2: Best Practice Manual for card scheme operators exploiting a 
multi-application card scheme incorporating interoperable IAS 
services 

Part 3: User Requirements for a European interoperable eID system 
within a smart card infrastructure 

www.cenorm.be/cenorm/businessdomains/businessdomains/isss/activity/wseaut.asp  

[eURI] CWA 13987:2003 eURI 

Smart Card Systems: Interoperable Citizen Services: Extended User 
Related Information  

Part 1: Definition of User Related Information and Implementation 

Part 2: Implementation Guidelines 

Part 3: Guidelines to Creating, Operating and Maintaining an 
Interoperable Card Community 

www.cenorm.be/cenorm/businessdomains/businessdomains/isss/cwa/euri.asp  

[OSCIE GIF] OSCIE GIF: Open Smart Card Infrastructure for Europe, report of the 
eEurope Smart Card Charter, Part 03-4, March 2003. 

www.europa.eu.int/idabc/en/document/4484/5584  

[eEpoch] Demonstration project for interoperability of IAS card 

www.eepoch.net  

[14890] CWA 14890: 2004 

Application Interface for smart cards used as Secure Signature 
Creation Devices 

Part 1: Basic requirements 

Part 2: Additional Services 

This CWA is being updated by CEN TC224 WG16 and will be issued 
as EN 14890 

[CIT-CARD] Specification for a citizen ID card under development in CEN TC224 
WG15 

[IFM] draft Road Traffic and Transport Telematics – Public Transport – 
Interoperable Public Transport Fare Management System: Part 1: 
Architecture (Integrated Fare Management), CEN TC278 WG3 SG5 

[IOPTA] draft Identification Card Systems - Surface Transport Applications - 
IOPTA  (Interoperable Public Transport Application), CEN TC224 
WG11 
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[1545] EN1545 Identification Card Systems - Surface Transport Applications : 

Part 1 : Elementary data types, general code lists and general data 
elements 

Part 2 : Transport and travel payment related data elements and code 
lists 

(published 2005 to replace ENV 1545-1 and -2) 

[ITSO] ITSO Specification V2.1 plus amendments www.itso.org.uk  

[7816] The ISO/IEC 7816 standard is the core standard for smart cards 
(many parts have been revised in the period 2000 to 2005) 

[14443] The ISO/IEC 14443 standard is the core standard for Proximity (up to 
10 cm range) contactless cards, and is written as a variation on some 
parts of [7816]. Revisions are ongoing. 

[10373] ISO/IEC 10373 provides basic test methods for [7816] and [14443] 
cards, and for other variants of smart media. It is continually being 
revised. 

[17799:2005] ISO/IEC17799 : 2005 Information technology – Security techniques – 
Information Security Management Systems – Code of practice for 
information security management 

[7799-2:2005] 

[27001] 

BS 7799-2:2005 (ISO/IEC 27001:2005) Information technology – 
Security techniques – Information Security Management Systems – 
Requirements  

[EMV] Banking smart card and terminal specifications available at 
www.emvco.com  

[JC] JavaCard specification (latest is v2.2.1) 

http://java.sun.com/products/javacard/specs.html  

[JCRE] JavaCard Run-time Environment (included in download of [JC]) 

[DFA] EC policy: Design for All: eInclusion & eAccessibility 
http://europa.eu.int/information_society/policy/accessibility/index_en.htm and 

http://europa.eu.int/information_society/policy/accessibility/dfa/index_en.htm  

European Design for All e-Accessibility Network (EDeAN) 
http://www.eaccessibility.org  

[GP] Global Platform www.globalplatform.org and see drop-down menu 
“Specifications” 

[FINREAD] FINREAD CWA 14174 and Embedded FINREAD CWA 14722  

See links from download area: 
http://www.cenorm.be/cenorm/businessdomains/businessdomains/isss/cwa/downloadarea.asp  

Also see www.finread.com for further information 

[24727dr] draft ISO/IEC 24727, in development as an interoperability standard 
for smart cards, related to [7816] and other standards and 
specifications. It is under development in ISO/IEC JTC1 SC17 WG4 
TF9. 
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[140-2] Security Requirements for Cryptographic Modules, FIPS PUB 140-2, 
Dec 2002, NIST (USA) http://csrc.nist.gov/cryptval/140-2.htm  (The web page 
links to the document and to associated documents.) 

[1332-4] EN 1332-4: Identification Card Systems - Man-Machine Interface - 
Part 4 : Coding of user requirements for people with special needs 

(under revision in 2005/6 – see http://www.tiresias.org/reports/en1332_4_revision.htm  
or contact RNIB in London: Dr John Gill) 

[SAML] Security Assertion Markup Language (SAML) v2.0 

http://www.oasis-open.org/specs/index.php#samlv2.0  

[RFC 2560] X.509 Internet Public Key Infrastructure - Online Certificate Status 
Protocol (OCSP) http://rfc.net/rfc2560.html  

[D12.7] Report on Legal Aspects of Data exchange: Global Unique Identifiers 
and the Cross-Profiling of personal data, D12.7, 30/4/03, CRID for 
SmartCities Consortium 

(Further SmartCities References are in Part 1 of MMUSST) 

[TCG] Trusted Computing Group www.trustedcomputinggroup.org  

TCG was previously the Trusting Computing Platform Alliance (TCPA) 

[TPM] Trusted Platform Module specification – see [TCG] 

The following UK policy documents are catalogued at a series of web pages starting at 
http://www.govtalk.gov.uk/archive/archive.asp?librarydocs=5 

[UK-SEC] Security - e-Government Strategy Framework Policy and Guidelines 
Version 4.0 

[UK-ASS] Assurance - e-Government Strategy Framework Policy and Guidelines 
Version 2.0 

[UK-R&A] Registration and Authentication - e-Government Strategy Framework 
Policy and Guidelines Version 3.0 

[UK-TRUST] Trust Services - e-Government Strategy Framework Policy and 
Guidelines Version 3.0 

[UK-NET] Network Defence - e-Government Strategy Framework Policy and 
Guidelines Version 2.0 

[UK-REG-IND] HMG©s Minimum Requirements for the Verification of the Identity of 
Individuals 

[UK-REG-BUS] HMG©s Minimum Requirements for the Verification of the Identity of 
Organisations 
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3.2 Abbreviations and Definitions of terms 

3.2.1 Abbreviations 

Included in the abbreviations are terms generally used in smart card scheme management 
and technology. 
 
ATM Automated Teller Machine 
BDPP Biometric Device Protection Profile 
BSP Biometric Service Provider 
CA Certification Authority 
CAD Card Accepting Device 
CBEFF Common Biometric Exchange File Format 
CC Common Criteria 
CEN « Comité Européen de Normalisation ». Also known as European 

Committee for Standardization 
CEN/ISSS « Comité Européen de Normalisation » / Information Society 

Standardization System 
CEPS Common Electronic Purse Specifications 
CI Card Issuer 
CID Card Identifier 
CM Customer Media 
CMOS Complementary Metal Oxide Semiconductor 
CMP Certificate Management Protocol 
CP Certificate Policy 
CPS Certificate Practice Statement 
CPU Central Processing Unit 

CRID Centre de Recherche Informatique et Droit 

CRL Certificate Revocation List 

CRM Customer Relationship Management 

CSO Card Scheme Operator 
CSP Certificate Service Provider 
CUG Closed User Group 
CWA CEN Workshop Agreement 

C&F Collection and Forwarding 

DES Data Encryption Standard (with symmetric keys pairs) 
DIR Directory 
DIS Draft International Standard 
DLL Dynamic Link Library 
DPI dots per inch 
DS Digital Signature 
DSA Digital Signature Algorithm 
EAL Evaluation Assurance Level 
ECDSA Elliptic Curve Digital Signature Algorithm 
EC European Commission 
ECC Elliptic Curve Cryptography 
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EEPROM Electrically Erasable Programmable Read-Only Memory 
e-ID and eID Electronic ID 
EMV Europay MasterCard VISA chip card specification 
EPROM Erasable Programmable Read Only Memory 
ETSI European Telecommunications Standards Institute 
eURI Extended User Related Information  
GUI Graphical User Interface 
HTTP Hypertext Transport Protocol 
IAS Identification, Authentication, and Electronic Signature 
IBIA International Biometric Industry Association 
ICAO International Civil Aviation Organization 
ICC Integrated Circuit(s) Card 
ICT Information and Communication Technology 
ID Identity 
ID Identification number 
ID-1 Classic physical format for an “Identification Card” 
ID-000 Classic physical format for a mobile phone SIM (much smaller than ID-

1) 
IEC International Electrotechnical Commission 
IOP Interoperability 
IP Internet Protocol 
IPSEC IP Security 
ISO International Organization for Standardization 
ISP Internet Service Provider 
ISSS Information Society Standardisation System 
ITSO Integrated Transport Smart card Organisation 
ITU International Telecommunications Union 

JCRE JavaCard Run-time Environment 

LDAP Lightweight Directory Access Protocol 
MAMS Multi-Application Management System 
MAS Multi-Application System 
MAP Mobile Application Part 
MCU MicroController Unit 
MMI Man-Machine Interface 
MOC Match-on-card 
MS Member State 
MTBF Mean-Time Between Failure 
NFC Near Field Communication 
OCR Optical Character Recognition 
OCSP Online Certificate Status Protocol 
OID Object Identifier 
OLTP Online transaction processing 
OS Operating System 
OSI Open Systems Interconnection 
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OTBS Object to be signed 
PC/SC PC Smart Card Workgroup 
PIN Personal Identification Number 
PIX Proprietary application Identifier eXtension (ISO/IEC 7816-5) 
PKCS Public Key Cryptographic Standard / Public Key Cryptographic 

System 
PKI Public Key Infrastructure 
PoP Proof of Possession 
PP Protection Profile 
QC Qualified Certificate 
QCP Qualified Certificate Policy 
q.v. “quo vide” in Latin; “which see” in English 
RA Registration Authority 
RFC Request for Comment 
RFU Reserved for Future Use 
RID Relative Identifier 

Registered application provider IDentifier (ISO/IEC 7816-5) 
ROM Read Only Memory 
RSA Encryption standard with asymmetric key pairs, named after Rivest, 

Shamir, and Adleman 
S/MIME Secure Multipurpose Internet Mail Extensions 
SAM Secure Application Module (sometimes Security Application Module) 
SAML Secure Assertions Markup Language 
SCAD Smartcard Accepting Device 
SCC Smart Card Community 
SHA-1 Secure Hash Algorithm-1 
SIM Subscriber Identification Module 
SLA Service Level Agreement 
SMS Short Message Service 
SP Service Provider 
SSCD Secure Signature Creation Device 
SSL Secure Sockets Layer 

TCG Trusted Computing Group www.trustedcomputinggroup.org  (formerly 
TCPA: Trusted Computing Platform Alliance)  

TLV Tag, Length, Value 

TPM Trusted Platform Module 

TTP Trusted Third Party 
UCI Universal Card holder Information 
UI User Interface 
UID Unique Identifier 
URI Uniform Resource Identifier 
URI User Related Information 
URL Uniform Resource Locator 
USB Universal Serial Bus 
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VA Validation Authority 
VLA Vulnerability Level Assurance 
VM Virtual Machine 
VPN Virtual Private Network 
W3C World Wide Web consortium 
 
3.2.2 Definitions 

Included in the definitions are terms generally used in smart card scheme management 
and technology. 
 

Term Acronym  Definition 

Abort  To abnormally terminate a process or session 

Access Provider   A Role that is responsible for managing infrastructure 
(e.g. card readers, terminals and necessary drivers, 
communications network and servers) used by card 
holders accessing the offered services. 
There may be more than one Access Provider within a 
Smart Card Scheme. Also other infrastructure, not 
controlled by the Card Scheme Operator, will be used by 
Card Holders. 

Actor  A user playing a coherent set of roles when 
interacting with the system within a particular Use 
Case 

An Actor may for instance be a human, an 
organisation or another (sub)system. 

Advanced electronic 
signature 

 An electronic signature which meets the following 
requirements 

·  It is uniquely linked to the signatory; 

·  It is capable of identifying the signatory; 

·  It is created using means that the signatory can 
maintain under his/her sole control; and 

·  It is linked to the data to which it relates in such a 
manner that any subsequent change of the data is 
detectable. 

Under certain conditions, an advanced electronic signature 
may be considered as a qualified digital signature (q.v.)9 
according to Directive 1999/93/EC  

Anti-tear  A method of operating a smart card which ensures that 
the integrity of information stored within the smart card is 
preserved if premature termination of the Card Holder 
(smart card) session or an on-card application session 
occurs. 

Applet  Java representation of software application. In a smart 
card normally uses the JavaCard variant.  

                                                 
9  q.v. stands for “Quo vide” - Which see 
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Term Acronym  Definition 

Application Identifier  AID Data element that is used to uniquely identify an 
application in a microprocessor smart card. It consists of a 
relative identifier (RID) and a proprietary identifier 
extension (PIX). See ISO/IEC 7816-4 and -5. 

Application Loader  A Role that is responsible for loading applications onto a 
smart card either pre or post issuance. May be operated 
by the Application Provider or by a scheme 
management Entity (e.g. the Card Scheme Operator). 

Application Protocol 
Data Unit  

APDU Standard application level communication messaging 
protocol between a card acceptance device and a smart 
card. 

Application Provider  AP An Entity that owns or is responsible for an on-card 
application offered by a Service Provider. The AP may 
also operate the Application Loader Role. 

Application Session  The collection of processes that occur from the moment 
that a connection is created with an application (or the first 
of more than one application) to the moment that the 
connection or connections ends 

Authentication  The provision of assurance of the claimed identity of an 
entity or component10. It may provide different levels of 
assurance (from weak to strong) and may also be 
combined with authorisation to access or use a service or 
to participate in the provision of a service. 

Authorisation  The process by which entitlement of a requester to access 
or use a given service is determined. 

Browser plug-in  Software component used in a terminal or terminal system 
to add functionality to a web browser (e,g, to add smart 
card handling) 

Card Accepting 
Device 

CAD Component of End-user access point that interfaces with 
a smart card or other smart media 

Card Application  (a) On a microprocessor smart card: an identifiable body 
of software and security data, and possibly also 
application level data, resident on a smart card and 
accessible at the card to CAD interface. May be 
implemented as an Applet. 
(b) More generally: a dataset on a smart card 
(microprocessor card or memory card) including security 
data, and possibly also, on a microprocessor card, 
associated software. 

Card Community 
Administrator 

 The general administrative Role operated by the Card 
Scheme Operator 

Card Community 
Registrar 

 The Role for formal registration of other role players and 
necessary information within the Smart Card Scheme 

Card Edge  The interface between the smart card and the Card 
Accepting Device 

                                                 
10  May use a secure token (e.g. held in a smart card) and a method to securely link the real 
person to the secure token. 
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Term Acronym  Definition 

Card Holder  A physical person (in the legal sense, i.e. an individual 
human being not a company/legal structure) who has 
been issued a smart card by a Card Issuer, and who may 
use the smart card for access to compliant applications 

Card Holder session  The collection of processes that occur from the moment 
that a smart card is presented to a Card Accepting 
Device to the moment that the smart card is withdrawn or 
that the Card Accepting Device (or another device to 
which the CAD is connected) gives notification that the 
Card Holder session has ended. 

Card Issuer CI An Entity that issues smart cards and other smart media 
to Card Holders, or to other organisations for further 
distribution, manages card level security information, and 
manages (possibly using agents) the population of cards 

Card Scheme  (See Smart Card Scheme) 

Card Scheme 
Operator 

CSO An Entity that operationally manages a Smart Card 
Scheme  

Card Supplier  The person or organisation that manufactures smart cards 
and other smart media, or acts as agent or reseller of the 
same, providing Card Issuers with those smart cards and 
smart media 

Certificate  In the context of a security scheme using public key 
cryptography: the public key of a user, together with some 
other information rendered unforgeable by encipherment 
with the private key of the issuing certification authority. 

Certificate 
Revocation List 

CRL A list of Certificates cancelled before their periods of 
validity have expired.  

Certification 
Authority  

CA A trusted Entity that creates and assigns Certificates. 
Optionally the Certification Authority may create the 
user’s security keys. 

Certification Service 
Provider  

CSP An Entity that provides electronic Certificates and related 
services 

Challenge response  A cryptographic process for one component to 
authenticate a second component during communication 
between them  

Collection and 
Forwarding 

C&F Used in [IFM] and derivative specifications such as [ITSO]. 
Communications and network management node for an 
eTicketing scheme: interconnects scheme components 
and connects to the network of schemes, verifies 
message integrity, archives communications traffic, plus 
other functions as described in [IFM]. 

Customer Media CM The generic term for smart devices, including devices that 
are electronically the same as smart cards but have a 
different physical format and/or construction 

Customer 
Relationship 
Management 

CRM The processes that manage, on behalf of the SCC, the 
relationship with Card Holders.  

Dialogue  The interaction between a user and a system to achieve a 
particular goal. 
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Term Acronym  Definition 

Digital signature  Data appended to, or a cryptographic transformation of, a 
data unit that allows a recipient of the data unit to prove 
the source and integrity of the data unit, and protects 
against forgery (including forgery by the recipient). Digital 
signature is a special case of the more general concept 
of Electronic signature. 

Domain  Scope of action. 
(See Security Domain) 

Electronic Identity (of 
a person) 

 Identity data (of a person) usable in an electronic 
environment. 

Electronic signature 
 

 Data in electronic form which are attached to or logically 
associated with other electronic data and which serve as a 
method of authentication of that other data. 
Digital signature is a special case of the more general 
concept of Electronic signature. 

Enabling Process  Equivalent to eAuth Secondary Process 

End-user access 
point 

 Component of an ICT system that (in the context of this 
CWA) includes a smart card reader (CAD) and optionally 
other devices; it is commonly known as a Terminal. 

Entity  An abstract object performing one or more Roles within 
the set of linked Card Schemes.  

An Entity can exist as an object in the real world (e.g. a 
service operator, a natural person), and then it is called a 
“legal entity”. It can also be a model of this real world 
object (abstract entity).  

eService  Service accessible to a Card Holder through an ICT 
system. Service delivery may be possible with or without 
the use of a smart card, although the scope of MMUSST 
concentrates on the use of the smart card in service 
delivery.  

eService Community  All natural persons authorised to access and use a 
specific eService. Each eService Community comprises 
those Card Holders whose on-card functions and data 
(including security data) are recognised by a given 
eService. eService Communities can be contained 
within, or span one or more Smart Card Communities. 

eService Provider  A Role operated by a Service Provider: responsible for 
eServices and may also offer On-card Applications 

eServices Access 
Point 

 Component of an ICT system that acts as a front end 
system for including eServices within a Smart Card 
Information System. It is at least capable of requesting 
the launch of a validation process, receiving the results of 
this process and deciding, on this basis, to refuse or grant 
access to the requested eService. Other capabilities may 
be added. 
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IAS Services  Set of related processes, data and technology agreements 
required in a given environment to provide secure 
eServices for Identification, Authentication and 
electronic Signature 

Identification  The process of obtaining information about whom the 
requester claims to be without considering the “trustability” 
of this information. 

Identification card  Card identifying its holder and issuer, which may carry 
data required as input for the intended use of the card and 
for transactions based thereon. 

Identification, 
Authentication and 
electronic Signature 

IAS Within the scope of this CWA and documents referenced 
in this CWA, a related set of secure functions. See IAS 
Services. 

Identity (of a person)  The common sense notion of personal identity. A person’s 
name, personality, physical body and history, including 
such personal attributes as address etc, of an individual 
person11.  

Information and 
Communications 
Technology 

ICT Electronic and computing methods for managing 
information and data communications. 

Information 
Assurance 

 The set of processes and practices to help assure that 
information systems are designed, implemented, 
configured, maintained and operated in accordance with a 
security framework. 

Initialisation  (Of a smart card) The process of populating persistent 
memory (EEPROM, etc) with data that is common to a 
large number of cards while also including a minimal 
amount of card unique items (e.g. ICC serial number and 
Personalisation keys). 

Integrated Transport 
Smart Card 
Organisation 

ITSO A company, ITSO Ltd, formed to develop and manage the 
UK national transport ticketing specification [ITSO] and 
provide a distribution service for security keys and 
permissions  

Interface   A standardised technical definition of the connection 
between two components, including the processes 
associated with processing information across the 
interface  

Interoperability   The ability of several independent systems or sub-system 
components to work together.  
In the context of this CWA, the ability of several systems 
or sub-system components to enable a Card Holder to 
access eServices from different service providers and 
through different infrastructures. 

Java Method  An applet function call in Java™ 

JavaCard  An interpretative programming language used for 
developing applications for loading on Java Smart Cards. 

                                                 
11 The separate concepts of Identity chosen by the person for continuity, Legal or Official identity 
and Electronic Identity should be kept in mind 
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Legal Identity (of a 
person) 

 Identity awarded by the relevant administration in a 
country. 
Since the legal names of persons (family names and given 
name(s)) are not necessarily unique, the identity of a 
person must include sufficient additional information (for 
example a unique identifier) to make the combination 
unique. 

Machine readable 
card 

 Card incorporating a technology such as magnetic stripe, 
integrated circuit, etc, that may be read by a machine. 

Management 
Processes 

 High level processes for management of a smart card 
scheme throughout its life (development, operation, 
update, and close) (new, adding to the three process 
classes derived from eAuth12) 

Multi-Application 
Card 

 A smart card that, with permission from the Card Issuer, 
may simultaneously host more than one application, each 
of which may be selected and used independently.  

Mutual 
Authentication 

 A sequence of processes whereby two components or 
entities authenticate each other 

Non-repudiation   The provision of assurance that an actor cannot deny 
having performed an action.  
In the case of document signatures, the provision of 
assurance that a document signer cannot deny having 
signed the document. 

Off-card service  A service available at the End-user access point whose 
provision requires interaction with an eService. 

On-card Applet  Applet for installation in a token (typically in a smart card) 

On-card Application  See Card Application 
On-card service  An internal service within the smart card, available to On-

card Applications. 
On-line Certificate 
Status Protocol 

OCSP An on-line message protocol [RFC 2560] by which a client 
requests information about the validity of one or more 
certificates, and the responder answers with a digitally 
signed response. 

Operating System  Platform-dependent control software used to manage a 
specific hardware configuration. 

Penetration Testing  Test method that attempts to make a system fail (including 
disclosing confidential information) by attacking it with 
incorrect and illegal data and commands 

Personal data  Any information relating to an identified or identifiable 
natural person (‘data subject’) 

Personal 
Identification Number  

PIN A numeric security code used as a mechanism for local 
one-to-one verification with the purpose to ascertain 
whether the Card Holder is in fact the natural person 
authorised to access or use a specific service such as the 
right to unlock certain information on the card. 

Personalisation  A set of processes for transforming a card that is in the 
card stock into a card that refers to a Card Holder.  

Platform  A specific hardware configuration, its supporting system 
software and device drivers. 

                                                 
12 MMUSST’s eServices are equivalent to eAuth’s Tertiary Processes 
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Post-Issuance 
Load/Install 

 The process of downloading applications and/or data to 
the card after the card has been issued to the Card 
Holder.  

Product Owner  Responsible for Products, which are usually implemented 
as datasets (used in eTicketing [IFM] [IOPTA] [ITSO]) 

Product  Instance of a Product Template on a medium stored in an 
Application. It is identified by a unique identifier. Enables 
the customer to benefit from a service. (Used in eTicketing 
[IFM] [IOPTA] [ITSO]). 

Product Loader  Loads Products into smart media on behalf of the Product 
Retailer (used in eTicketing [IFM] [IOPTA] [ITSO]). 

Product Retailer  Sells and terminates products, collects and refunds value 
to a customer as authorised by a Product Owner (used in 
eTicketing [IFM] [IOPTA] [ITSO]).  

The Product Retailer is the only financial interface 
between the Customer and the IFM system related to 
Products. 

Product Template  A technical master of a Product Specification for 
implementation (used in eTicketing [IFM] [IOPTA] [ITSO]) 

Proof of Possession 
(PoP) protocol 

 A protocol where a claimant proves to a verifier that 
he/she possesses and controls a key or password. 

Qualified certificate  Certificate which meets the requirements laid down in 
annex I of the Directive 1999/93/EC on electronic 
signature and is provided by a Certification Service 
Provider (CSP) who fulfils the requirements laid down in 
annex II of the same Directive. 

Qualified digital 
signature 
 

 Digital signature which meets the requirements laid down 
in annex I of the Directive 1999/93/EC and is based on a 
digital certificate provided by a Certification Service 
Provider (CSP) that fulfils the requirements laid down in 
annex II of the same Directive. 

Registration (of a 
person) 

 Obtaining sufficient proof of the identity of the intended 
Card Holder by traditional means, possibly including 
attributes (e.g. as required for a specific eService). 
Registration is to a pre-defined level of proof of identity. 

Registration 
Authority 

RA An Entity whose primary Role is registering the identities 
of persons (in the context of this CWA, persons who 
become Card Holders).  

Relying Party  An Entity that relies upon the data in a certificate, possibly 
after the verification of their validity, typically to process a 
transaction or grant access to information or a system.  

Role  A set of predefined functions required to provide a service 
to either the Card Holder or other stakeholders. A Role 
will consume services from the other roles of the system 
and combine the consumed services with its own service 
function in order to offer other services. 

Scheme  An organised set of Roles in the exchange between 
stakeholders (promoters, owners, users). 
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Secure Application 
Module  

SAM A secure container, usually implemented as a smart card 
(often in small ID-000 format as also used for mobile 
phone SIMs) that holds security data and software, and 
may also hold application data. 

Secure Token  In the context of a security scheme using cryptography: a 
Security Token for use in an ICT system that employs 
cryptographic methods for authentication. The token itself 
employs cryptographic methods for security purposes. 

Security domain  The set of assets to be protected by a security system. 
When digital cryptographic techniques are used, normally 
uses a unique set of security keys. 

Security Manager  An Entity that controls information security within a 
scheme 

Security Policy  The conditions for trust relationships agreed between a 
scheme’s stakeholders. 

Security Token  A physical object for use for authenticating a person or 
object. (See Secure Token) 

Service Provider  SP An entity whose primary Role is to provide business 
services/goods. In the MMUSST context, operating in the 
role of eService Provider. 

Session  The collection of processes that occur from the moment 
that a connection between components is created to the 
moment that this connection ends13. 

Session Certificate  A temporary cryptographic certificate, used in ICT 
systems to secure an application session 

Signature  A mark uniquely and strongly linked to the bearer’s identity 
and which, if applied to a contract and subject to certain 
other criteria specified by the applicable legal system, 
commits the bearer to its terms. 

Smart Card  For the purposes of this CWA, an electronic device 
compliant with ISO/IEC 7810 and one or more of ISO/IEC 
7816 (for contact interface cards), ISO/IEC 14443 (for 
Proximity contactless cards), and ISO/IEC 15693 (for 
Vicinity contactless cards). May also (as Smart Media) 
have other physical formats. 

Smart Card 
Application 

 See Card Application 

Smart Card 
Community  

SCC An Entity (but not necessarily a legally constituted Entity) 
comprising one or more Card Issuers, and possibly other 
partner organizations, using some common technical and 
security methods, and responsible for provision of access 
by SCC Card Holders to contractually specified 
eService(s)  

Smart Card 
Information System 

 A technical infrastructure including all components that 
enable the use of smart cards for accessing eServices 
through an ICT system. 

                                                 
13 Where several components are involved, intermediate connections and disconnections may 
occur, and the cessation of an authenticated state may define the end of the session. 
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Smart Card Reader    Component of an ICT system that is capable of 
electronically reading the content of a contact/contactless 
smart card. See also Card Accepting Device. 

Smart Card Scheme  A real world organisation or grouping of organisations 
promoting the development and operation of a Smart 
Card Community and one or more eService 
Communities. 

Smart Card Terminal  Component of an ICT system that includes a Smart Card 
Reader or CAD and is capable of interpreting the data 
read by the reader  

Smart Media  A Token with the properties of a smart card but in a 
physical format different from that specified in ISO/IEC 
7810. 

System Integration  The process by which cardholder-facing, internal and 
partner-facing systems and applications are integrated 
with each other.  

Terminal Applet  Java implementation of a Terminal Application  

Terminal Application  A terminal-resident software component used in 
association with remotely provided eServices, or to 
implement a particular local eService. 

Token  A physical object under the sole control of an individual 
person 

Transaction Process  Equivalent to eAuth Primary Process 

Trusted Third Party  A security authority or its agent that is trusted with respect 
to some security-relevant activities in the context of a 
Security Policy 

Trust Service  A service that confirms that an Entity or information or a 
component can be trusted in the context of a Security 
Policy 

Use Case  Set of processes, etc, used in performing an operation or 
task when using a system 

Validation Authority  VA An entity that validates and checks the status of 
credentials (e.g. a Certificate linking a smart card to the 
identity of the Card Holder).  

Virtual Machine VM A software component running on hardware (e.g. host 
system, smart card) to provide a modified environment in 
which applications are run. Logically the VM is interposed 
between a basic Operating System and the application. 
Java or JavaCard software is typically run in a Virtual 
Machine.  
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4 Aiding progress in public administration 

This section introduces:  

·  the transition from ‘flash cards’ (printed cards to show entitlement to 
services such as library membership, as evidence of entitlement to financial 
benefits such as discounts, and as evidence of loyalty such as to a football 
club) to smart cards that store information electronically and securely, and 
provide functions for changing the information and for participating in 
processes used to verify that information and strongly attest to the identity 
of the holder of the card; 

·  universal utility: the move, where smart cards are already used, from the 
initial technically simple (but perhaps multi-function) card with a single 
transaction architecture, to the use of multiple types of card from multiple 
issuers, with the highly secure multi-application smart card dominant while 
the other types of smart card provide fewer and perhaps different facilities 
and different levels of security, and where there are multiple transaction 
and security methods; 

·  a system-wide, secure, process-driven methodology; 

·  legacy scheme integration. 

The organisational and managerial challenges and constraints are recognised. 

 
Smart cards issued by local public administrations to citizens are a recent part of a longer 
series of developments in public administration:  
 

·  from entirely paper based methods,  
·  through deployment of batch IT,  
·  to on-line dedicated terminals on a LAN,  
·  now with deployment of multiple transaction methods using ICT (including internet 

access for citizens, from home, office, and public terminals), and 
·  emerging use of smart cards to assist with, and expand the range and availability of, 

transactions using ICT. 
 
At the same time, the style and format of cards attesting to membership, entitlement and 
identity has also progressed from passive to active tokens:  
 

·  from printed paper construction,  
·  through printed plastic cards in ID-1 format (the bank card format), often called 

‘flash cards’ because they are presented for visual inspection, and possibly also 
having electronically readable features,  

·  to smart cards and other shapes of electronic tokens, and  
·  emerging is the incorporation of secure tokens into wireless devices such as mobile 

phones and PDAs. 
 
In both public administration and the private sector, there is a movement to more and more 
unattended, electronic transactions – from home, office, public kiosks, and internet cafes. 
This is in line with EC policy for wider availability of public services as well as greater 
efficiency in service delivery.  
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In the local public administration area: 
 

·  The creation by local administrations of web sites was the first major stage of 
electronic access for the citizen to local public sector information.  

·  Allowing a citizen to undertake transactions with local administration databases over 
the internet was the second stage – a citizen can thus do business with the local 
municipality at any time, but is restricted to remembering a username and 
password, and may be further restricted to using only the one terminal into which 
the host system has installed an identification and authorisation certificate. 

·  Issuing smart cards to citizens is a major new enabler, granting freedom to access 
systems and conduct transactions from any compliant terminal, and allowing the 
expansion of multiple transaction methods – for example, booking a sports centre 
session on-line from home, college, office or public kiosk, loading the entitlement 
into the smart card, and then quickly and automatically gaining access to the 
facilities by presenting the same card. 

·  As we recognise that traditional trust models are not adequate for cyberspace, or 
even no longer adequate for many face to face encounters, strong verification of 
identity during on-line transactions is being introduced to deliver authentication 
leading to authorisation – again using the smart card.  

·  Continual attention must be given to information security, with particular concerns 
where internet access to databases is provided and where insecure terminal 
equipment (e.g. the ubiquitous PC) has to be used. 

 
MMUSST supports the combination of:  
 

·  existing and emerging uses of smart cards in local public administration, and  
·  other local, regional, national and private sector uses,  

 
all enabled and monitored by the managers of a local Smart Card Community (SCC).  
 
To deliver against the concept requires:  
 

·  detailed ICT engineering,  
·  a system wide approach to service delivery, and 
·  rigorous application of Information Assurance methods. 

 
Keys to success include:  
 

·  a management structure in which roles are clearly defined, and  
·  a commitment to formal quality standards and continuous improvement. 

 
4.1 The transition to smart cards 

The transition from passive cards (flash cards) to basic smart cards, and then 
the potential for smart cards that support multiple scheme functions – but still in 
face-to-face situations.  

 
Introducing smart cards into citizen services often begins as a logical extension of existing 
methods, and perhaps at the same time some new functions are introduced. Issuing the 
card and upgrading transaction methods to work with it has potential benefits to citizen and 
service provider alike. At the same time, particularly with multi-function and/or multi-
application cards, the technology and its impact on both user and service provider requires 
skilled management.  
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Existing membership and promotional schemes without smart cards frequently use 
passive tokens in the hands of the citizen:  
 

·  Membership cards for the library, leisure centre, bowling club, football supporters 
club, etc;  

·  Evidence of identity and associated credentials (e.g. proof of age); 
·  Entitlement cards for health and social insurance, discounted services and goods, 

and for vouchers after points have been accumulated; 
·  Cards reminding the recipient to contact a particular service provider or other 

supplier.  
 
Passive tokens show basic information printed on front and rear faces, and are presented 
for visual inspection at an entrance, reception desk, etc. As a result they are often known 
as ‘flash cards’. They may also have:  
 

·  an optically readable area (e.g. a bar code in one or two dimensions); 
·  a magnetic stripe to store some of the information, albeit with poor security.  

 
Frequently the initial methods deployed in a citizen service smart card scheme take the 
information previously printed on one or more flash cards and/or stored on the magnetic 
strip, and store it in a chip. As the scheme design evolves, more information is stored in 
the chip, and information security methods are specified. Therefore the scheme uses 
smart cards: 
 

·  so that the information can be used (read, added to, changed) electronically in a 
secure and reliable manner (thus countering fraud and minimising accidental data 
loss), 

·  because much more information can be stored (at acceptable cost)14, and  
·  sometimes as a marketing aid (a chip card carries more prestige).  

 
A scheme evolving in this way is usually a closed scheme, with one organisation 
determining the specification, controlling the security keys, issuing cards, controlling 
terminal equipment and managing on-card structures (data and any on-card software). At 
the card level it may conform to international standards (e.g. the core smart card standard 
ISO/IEC [7816], plus ISO/IEC [14443] where the card has a contactless interface), but 
those standards are widely drawn and thus closed schemes of this type are unlikely to be 
compatible with each other in technical parameters related to the smart cards.  
 
4.2 Universal utility 

To move towards universal utility of smart card products and of eServices using the cards, 
and provide for open schemes, MMUSST supports: 
 

·  Core technical features of multi-application smart cards to be compliant with pan-
European and global specifications and emerging interoperability and 
interchangeability standards.  

·  Multiple transaction methods to be permitted for each eService. 
·  Multiple terminal types to be permitted 

 

                                                 
14 However, printed 2-D bar (optical) coding is able to store large amounts of information on the 
surface of a card, and in a cost-effective manner – but normally read-only 
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In this way a SCC is enabled to develop throughout its life, including incorporating regional 
and national eServices, and suppliers are encouraged to develop interchangeable 
products. The target is for: 
 

·  any combination of scheme-provided on-card functions, eServices, and transaction 
methods to be technically possible within the scheme, subject to security 
constraints;  

·  regional and national functions to be hosted on cards issued by the scheme;  
·  (potentially) cards issued by other schemes to be accepted by the local scheme; 
·  scheme managers to decide (based on business-led and compliance requirements) 

what combinations to implement, what combinations to deploy and when, and what 
security methods to be used at any one time. 

 
4.3 Fundamentals of ICT methodology in citizen services  

 

ICT methodology as an engineering discipline, implementing precisely defined 
processes – more complex when smart cards are incorporated into eService 
methods. 

Most of the methods (with the notable exception of a common, secure 
environment for handling smart cards connected to PCs), components and 
support services are already there, but suppliers still have to be convinced that 
the market is robust enough for the remaining items to be completed in 
compliance with agreed open standards and interoperability specifications. 

 
The technology features invoked for managing security and customers across multiple 
organisations assume that the schemes are process driven, as called for in quality 
management principles applied to service delivery. However, the overall service 
configuration with secure tokens (typically smart cards) in the hands of citizens and visitors 
introduces new complexity and new vulnerabilities. 
 
For overall service quality and rule compliance to be delivered using the methods 
described and referenced in this CWA, the environment has to be one of precise 
engineering throughout all the stages of the life of the ICT scheme: design, development, 
implementation, operation, supervision and further changes. That, it is understood, will for 
some promoters of smart card schemes be a step change from many traditional 
administration policies and methods (in other words, requiring business process re-
engineering), but this is no different in principle from the policies that should govern the 
development and operation of any eGovernment service, with or without the use of smart 
cards in the hands of the citizen and visitor.  
 
Smart card technology and standards development often concentrates on components, 
whereas the system-wide view of MMUSST (following CWA 15264 on eAuthentication 
[eAuth]) looks for complete solutions. Suppliers also tend to follow the component view. 
Not having recognisable system level specifications (or even common methods for 
developing those specifications) results in:  
 

·  excess costs and long system development times,  
·  poor interchangeability of components,  
·  difficulty developing and assessing end to end information security,  
·  difficulty for a terminal to  identify the type and detailed interface specification of a 

smart card. 
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Global public standardisation work for smart cards is largely managed by a joint committee 
of ISO and IEC (JTC1). That committee is moving towards a system view, to date only 
starting to view the smart card and terminal together. European standardisation in CEN 
TC224 continues to concentrate on components. 
 
Much further ahead are industry consortia (e.g. Global Platform [GP]) and the internet 
community. However, internet secure messaging is not directly compatible with 
established smart card secure messaging, so that conversion takes place in the terminal, 
with the result that the terminal is often the weakest link in the security model. 
 
SmartCities work has provided documents introducing one type of system-level solution – 
its demonstrator project aimed at integrating two existing, closed system, single function 
smart card schemes and then expanding the combined scheme. MMUSST incorporates 
the SmartCities solution alongside other methods, and introduces the concept of multiple 
co-existing transaction architectures and multiple card types. 
 
Fundamentals of information security management methods and a large set of controls 
(tests to be applied and passed during development and assessment of a design) are 
defined in ISO/IEC [17799:2005]. That edition includes new controls for the specific 
situation where the users of a system are not under the control of the scheme owners and 
managers, and thus they apply to citizen service ICT systems. Updated assessment 
methods are in BS [7799-2:2005] (dual registered as ISO/IEC 27001:2005).  
 
4.4 The system wide view 

Features of a local scheme adopting MMUSST guidelines include:  
 

·  The strong security multi-application card can host multiple on-card applications and 
be used for many types of transaction. 

·  Other card types are suitable for a sub-set of transaction types, and may be 
optimised for a particular function (e.g. for eTicketing on public transport). 

·  Multiple transaction architectures can be incorporated (particularly important is the 
distinction between on-line and off-line use of the smart card). 

·  Multiple issuers of smart cards can affiliate to the SCC (and thus operate within its 
security domain, each issuer optimising the security level at which it operates). 

·  Multiple eService providers can affiliate to the SCC. 
·  Multiple issuers of on-card applications can have their applications hosted on 

appropriate card types (for this they must affiliate to the SCC to have access to the 
SCC’s card level security domain for on-card application life cycle management). 

·  The SCC managers assess and continually monitor information security at both 
component and whole of scheme level, and upgrade it when necessary;  

·  The SCC managers provide card holder support (CRM) and, by being empowered 
to use activity data (within the constraints of data protection legislation), are able to 
promote and market the scheme.  

·  The SCC managers set quality levels for Information Assurance and services, and 
provide or arrange for support services for both development and operational 
phases. 

 

A security domain is a logical area in which the various actors trust each 
other. Therefore security keys can be shared, with the result that all cards and 
applications can technically (but only where appropriate infrastructure such as 
terminal equipment is deployed, and subject to commercial agreements) be 
used everywhere within that domain, and security managers have authority 



CEN/ISSS WS/MMUSST: Scheme architecture and implementation solution 
 
 

  Page 38 of 83 
 

across the whole card and eService population. 

 
At the same time, a card issued within the SCC may of course be used in transactions 
direct with eService providers who are independent of the SCC – but only where the card 
is technically compatible with the eService for function and for information security 
methods and control data (normally security keys).  
 
SCC managers are responsible for system integration across the multiple dimensions of 
the MMUSST model, in order to ensure that service delivery quality levels are achieved.  
 
It must be noted that the standards and methods for assessing and matching functional 
requirements are considerably more mature than the assessment and matching methods 
for information security controls, particularly where one or more of strong identification, 
authentication and authorisation are required in order to establish trust between a card 
holder and an eService. 
 
4.4.1 Quality and Security  

·  The quest for quality services when using ICT: the zero defects target. 

·  Ensuring that information is correctly processed and adequately protected 
from:  

·  loss,  
·  unauthorised modification, and  
·  unauthorised access  

     from whatever cause. 

·  Identification of the card holder as a pre-requisite for authorisation to 
receive either an eService or a more general service with eService content. 

·  Trust levels. 

 
Quality 

Quality in the delivery of public services can be assessed from two points of view: the 
service provider and the service recipient: 
 

·  Service providers tend to look at overall transaction success rates, aiming at 
bringing the error rate down to an acceptable small percentage of transactions. 

·  Recipients of eServices vary in their attitude to errors in service delivery, but as ICT 
methods are increasingly used in an unattended environment (e.g. across the 
internet from home or office) for public sector service delivery, more and more the 
individual citizen will be using these methods for core components of critical service 
delivery – a single failure may become very distressing and have serious 
consequences for individual card holders and their families. 

 
To bring these views together, the public sector is recommended to adopt:  
 

·  formal quality methods, and  
·  a zero defects target. 

 
Quality methods: 
 

·  for function are based on the ISO 9000 series and associated sector standards, and  
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·  for security are based on ISO/IEC [17799:2005] and associated assessment 
standards. 

 
Adoption of those quality standards commits an organisation to continuous improvement in 
both function and security. In information security, external threats are always increasing 
as attackers continually improve their expertise, and therefore the improvement task has 
two objectives:  
 

·  review and improve the security of existing methods, and  
·  develop new methods that are different as well as being more secure. 

 
Note that MMUSST does not recommend that a commercial contract shall mandate zero 
defects, but instead recommends that contracts, by requiring adherence to the quality 
standards referenced, should mandate constant progress towards the zero defects target. 
 
Security framework and policy 

The security framework for MMUSST:  
 

·  requires that a security policy is developed and maintained within the SCC, 
·  includes functional security requirements appropriate for the delivery of eServices to 

citizens, visitors, businesses and other organisations, and  
·  requires that services and data elements are classified according to the level of trust 

(assurance) required for authorisation to receive each service and access the data. 
 
The scheme’s security policy is prepared from the scheme’s overall policies and the legal 
and social environment in which it operates. It sets out the criteria for:  
 

·  registering card holders,  
·  affiliating eServices,  
·  securing data, and  
·  protecting against external threats (perimeter defence).  

 
The security policy also contains references to legal requirements (e.g. data protection).  
 
Interoperability with another scheme, and acceptance of a third party eService for 
affiliation to the scheme, is dependent on compatibility of the scheme’s overall and security 
policies with those of the other scheme or eService. The scheme’s security processes may 
have to be revised to enable connection and protect against the effect of differences in 
policies. 
 
Identification and trust 

Identification of a card holder and verification of credentials using an ICT system has two 
major phases:  
 

·  registration, and  
·  operation.  

 
The associated trust levels, required and in practice attained, are codified15, with a basic 
security rule that the trust level attained during any assessment process must be at least 
as high as the trust requirement for an operational (transaction) process to proceed. 

                                                 
15 See the levels set in [140-2], [UK-REG-IND] and [UK-R&A] 
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There are associated risks and mitigation methods in both phases.  
 
Within a single closed scheme where all processes are controlled by the scheme 
managers:  
 

·  at registration a largely manual process aims to verify evidence of identity and then 
registers the person at one of a set of pre-defined trust levels; ID information is then 
loaded into a smart card that is certified as secure to a level appropriate to the 
registration level of the card holder; it follows that the process, the physical security 
of the location where registration takes place, and the registration and card and 
application issuing system must be trusted to at least the maximum trust level at 
which registration will take place 

·  in operation the data from the card is read, a CVM16 process is followed, the trust 
level of the terminal equipment is detected17, and the maximum possible trust level 
that can be attained is assessed; data accuracy and status verification methods 
may then be used to finally determine the current trust level; the transaction only 
proceeds if the current trust level is at least as high as is required for the transaction  

 
At registration one major risk is out of scope for MMUSST: the risk that the evidence of 
identity is false.  
 
Post registration risks include:  
 

·  the card holder’s status may change (particularly becoming no longer entitled to use 
one or more eServices),  

·  the card may later be lost or stolen and/or the CVM data may be compromised, and  
·  credentials (personal information, including information required for authorisation) 

may change, 
 
all without the registration organisation (RA) capturing the status change or data change. 
 
During operation, again within a single closed scheme where all processes are controlled 
by the scheme managers:  
 

·  in an on-line environment, verification may take place by querying the registration 
database for confirmation of status and credentials – but such confirmation is only 
as good as the status of the card holder information known by the registration and 
status management system; 

·  in an off-line environment no automated verification is available – but in some cases 
it is possible for specific pre-authorisation to have been obtained and loaded into 
the card and/or into the off-line terminal system18. 

 
Within a SCC governed by MMUSST guidelines, the scheme managers are responsible 
for alignment of security policies and processes across the scheme’s multiple card issuers 
and multiple affiliated eServices. 
 
Where a scheme is not closed, and particularly where control of registration and 
verification processes is separate from control of the eServices that require identification 

                                                 
16 Card holder Verification Method 
17 The terminal trust level may not be very relevant if a suitable secure end-to-end messaging 
method can be used between server and card. 
18 For example: pre-booking a visit, or obtaining a ticket 
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and authorisation of card holders, the security framework and model becomes much more 
complex, requiring:  
 

·  alignment of security policies and processes across different organisations, and  
·  monitoring of the trustworthiness of organisations providing registration and 

verification services. 
 
4.4.2 eServices 

An eService is a service provided electronically. MMUSST’s top level functional 
model for service delivery has the user (card holder), the scheme (Smart Card 
Community), and the service provider. At this level, MMUSST is concerned 
with the primary transaction between user and service provider. That 
transaction is delivered electronically, and hence the processes, functions and 
data used at the service provider together form an eService. 

 
Adding eService methods to the traditional methods of public administration (methods 
based on meetings and pragmatic decisions that are then put into service by people with 
the ability to assess the trustworthiness of the user and discretion to vary the transaction 
process) brings the need to introduce the pre-defined, process driven methods needed for 
quality and secure ICT-delivered services.  The challenge is to understand how to balance 
the needs of the card holders, the scheme and the eServices, while at the same time 
providing a quality, process driven service and comply with regional, national and EU 
policies and the law. This requires an equal partnership between administrators and 
proven ICT professionals. 
 
Scheme owners and managers see several classes of eServices. The relationship of the 
eService to the scheme is classified here as: 
 

·  Internal 
o Owned and managed by the scheme owners and managers 
o Primarily associated with operating the SCC 
o Expected to be accessed through a hub system operated by the SCC managers 

·  Affiliated 
o Contracted with the scheme to use and/or contribute to the scheme’s methods 

and internal management services 
o Primarily associated with core services to the SCC members (card holders) 
o May be accessed through a hub system operated by the SCC managers, or 

access methods may be outside the direct control of the SCC managers 
·  Independent 

o Having no connection with the scheme other than that cards issued by the 
scheme will be used in the delivery of the eService 

o Generally accessible across the public internet 
 
Data protection 

For scheme management, scheme owners: 
 

·  wish to record activity by card holders, and  
·  are concerned that personal data about card holders is properly managed and 

used. 
 
At the same time they are concerned about data protection regulations for:  
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·  confidentiality (privacy), and  
·  necessary and appropriate use. 

 
Each of the classes of eService above needs a different approach to data protection, 
whether processing personal data obtained from the card, the card holder or the scheme, 
or recording card holder activity: 
 

eService Class Data Protection 

Internal 

Owned by the card scheme or by the 
card scheme’s owners (e.g. public 
sector eServices associated with 
public library and leisure centre use, or 
eServices associated with public 
education) 

Activity and personal data may be held by the scheme. 
Security methods must ensure that third parties cannot 
access data, either from the card (unless data is released 
by the card holder, either unconditionally or by, for 
example, PIN entry) or from scheme databases. Risk 
assessments and threat mitigation methods must be 
continually reviewed19. 

Affiliated 

For example, where a scheme 
includes a public transport application 
in the card, in an environment where 
the service is provided by a third party 
service provider 

Dataset design and security methods must prevent the 
service provider from being able to access data not 
essential for the service, and the eService may not wish to 
have any transaction activity information disclosed (but will 
wish to compile summary reports itself, and may release 
those to the scheme owners). 

Independent 

A private sector eService that is totally 
independent of the scheme 

Security methods must prevent the service provider from 
being able to access data not essential for the service, 
and there should be methods to prevent the scheme 
logging transaction activity – but often technically it will not 
be possible for the scheme to log that activity 

 
A scheme should not use activity logging software in a user’s terminal or a public terminal 
unless the logging can be justified and has been agreed with the card holder. Note that in 
the interoperable situation where a visiting card is used in the scheme’s terminals, 
obtaining permission to log activity may be very difficult. 
 
Where activity logging is possible, reports generated should in most cases be designed so 
that users cannot be identified. Only if the user (card holder) has agreed that data can be 
made available to identified organisations should personal information (including activity 
information) be released. 
 
4.4.3 Integration of legacy schemes  

Some existing citizen service schemes using ICT methods have already added chip 
technology to their single function passive cards, or have progressed to a multi-function 
card – either a memory card or a simple microprocessor card. Schemes progressing to the 
use of multi-application cards are therefore sometimes tasked with merging one or more 
single function or multi-function schemes into a larger scheme – this is known as legacy 
scheme integration. The major choices at the card level are between:  
 

·  complete re-issue of cards, or  
·  allowing natural migration, with the earlier card types continuing in use alongside 

the new types until they are life expired, or 
·  retaining earlier card types as specialised cards within the portfolio of card types 

used in the scheme. 

                                                 
19 Here the SmartCities data protection legal document [D12.7] applies 
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Occasionally it may be appropriate to issue two-chip cards, particularly where functions do 
not need, in the short term, to share on-card resources. For example, where some 
functions use a contact interface on the card and others use a contactless interface on the 
card. 
 
Similar considerations apply to infrastructure and to eService methods and servers. 
 
The SmartCities documents (see references in Part 1 of MMUSST) demonstrate the 
complexity of integrating legacy schemes. 
 
 



CEN/ISSS WS/MMUSST: Scheme architecture and implementation solution 
 
 

  Page 44 of 83 
 

5 Scheme design and development 

5.1 Scope 

The design phases of a scheme progressively enable: 
 

·  the use of multiple instances and multiple types of: 
o Smart card20 
o On-card application 
o Database 
o eService 
o Transaction method 
o Security method 
o Infrastructure (terminals, networks, system architecture); 

·  the co-existence of compliance with multiple specifications;  
·  possible interoperability with regional and national eServices;  
·  possible participation in national networks of schemes providing universal 

eServices; 
·  possible interoperability with other similar local citizen service schemes. 

 
Included in the provision for infrastructure and transaction methods (including 
communications protocols for message handling) in the final design has to be:  
 

·  provision for both off-line and on-line transactions, and  
·  a set of common methods within scheme infrastructure. 

 
The design process uses analysis and synthesis methods in an iterative manner. 
 
It is recommended that the scheme design is overall modular:  
 

·  to assist with management of change,  
·  so that the implementation of any new service can have a set of components for 

consideration before new component development is commissioned, and  
·  to promote interchangeability of modules from suppliers. 

 
5.2 Process 

The iterative process to implement policies determined by local, regional and national 
administrations has the following stages: 
 

·  Determination of the requirements included in proposals for services delivered 
using ICT methods 

·  Preparation of one or more process definitions (card issuing, application issuing, 
transaction, etc) and associated data and security requirements 

·  Analysis of those requirements where smart cards may be an appropriate 
component of service delivery, assessing them against known parameters 
(including constraints such as available components and timescales) in a multi-
dimensional model 

·  Synthesis to produce a technical design from the analysis, adopting a system-wide 
view of each function and method  

                                                 
20 Also other types of smart media where appropriate 
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·  Assessment of the design (design review) against the requirements, security 
policies and perceptions of all stakeholders (including external organisations and 
card holders) 

·  Development 
·  System integration across all dimensions of the MMUSST model (including 

verifying the impact on scheme operational methods and costs, and risk 
assessment and mitigation provision) 

·  Test for performance, user perception, function and security (including, where 
applicable, penetration testing); also, if necessary, certify compliance 

·  Training of management and operational staff 
·  Release for use 
·  Monitor operation for user perception, function and security (includes audit) 

 

Penetration testing is a process for rigorously attempting to cause a system or 
component to malfunction by sending it incorrect information (data and 
commands or requests) and using incorrect sequences of operations.  

 
Where any stage does not produce a satisfactory outcome from processing its inputs:  
 

·  either define an outline of upgrades or other changes to the inputs in order to 
proceed to the next stage,  

·  or that stage is aborted and the requirement is sent back to the previous stage for 
changes to be made there or for further referral back (perhaps as far as the policy 
makers). 

 
During the implementation process two areas need special consideration:  
 

·  The content of an eService is mainly out of scope for MMUSST, but the overall 
service provision (function and information security) is dependent on eService 
processes, data structures and security methods. 

·  Where a pre-existing component or a process (e.g. a message protocol) is 
considered for use in a new service delivery process, its characteristics in all 
relevant dimensions contribute to the overall process quality and therefore have to 
be analysed.  

 
There are particular problems when purchasing components of a scheme (e.g. software, 
hardware, a managed service), and therefore the procurement process must mandate that 
suppliers provide the necessary quality and security information. Legacy scheme 
processes and components also have to be analysed before incorporation in another 
scheme. 
 
Analysis operates across the multiple dimensions of the MMUSST model for a scheme.  
 
These dimensions:  
 

·  are both business led and technical, and 
·  have the properties that a change in one potentially affects, or is constrained by, all 

the others – they are inter-dependent, not orthogonal.  
 
For success, a scheme has to be at least satisfactory in all dimensions, and therefore each 
individual service has to be at least satisfactory in all dimensions. 
 



CEN/ISSS WS/MMUSST: Scheme architecture and implementation solution 
 
 

  Page 46 of 83 
 

Dimensions identified for a citizen service smart card scheme are: 
 

·  Business area (Part 1 of this CWA) 

·  Policy and legal 
·  Planning of business and social benefits 
·  Operational 

o Service functions 
o Customer Relationship Management (CRM) 
o Commercial management (including contracts) 
o Risk and security management 
o Marketing and public relations 
o Audit 

 

·  Technical area (this Part 2 of this CWA) 

·  CRM21 system 
·  Registration and management of card holder status and credentials 
·  Smart cards or other smart media and on-card applications 
·  Card issuing  
·  Card life cycle database 
·  On-card application issuing  
·  On-card application life cycle database 
·  eService databases  
·  Data: personal and transaction  
·  Transaction methods  
·  Security and trust   
·  Infrastructure  
·  Performance 
·  Risk assessment and mitigation  
·  Legal and contractual compliance 
·  Audit and certification 

 
Synthesis brings together features from all the dimensions in order to satisfy all 
stakeholders (including external organisations and card holders). 
 
5.2.1 Analysis in the technical area 

Analysis is across all the dimensions. 
 
The table below gives information about each dimension, and notes some strong linkages 
between them. The design for successful deployment of a particular new requirement will 
be a synthesis across all the dimensions, and therefore at the analysis stage it is advisable 
to look for several possible solutions in each dimension, with use of existing components 
and functions at one extreme, and new developments at the other extreme. 

                                                 
21 Card holder Relationship Management 
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Dimension Content and Features 

CRM system Analysis 

All functions within a scheme must be supported by CRM, and therefore the 
CRM consequences of a new service or other feature provided to card 
holders are assessed, and CRM update planned. 

Features 

Within a scheme, the CRM system or systems link together all commercial 
and technical aspects of the relationship with the card holder. The core 
function is user facing: to provide a single point of contact for all card holders 
within the scheme, with the CRM service enabled to resolve user problems.  

CRM is provided both through automated systems and personal assistance. 

The CRM system must give the user and the operators of the CRM service 
methods to manage the status of the card and of the on-card applications. 
The CRM system must interface with: the scheme’s card management 
database or databases, on-card application management databases, and 
affiliated eService providers.  

Particular care must be taken with the relationships with third parties, and the 
consequent impact on customer relations. Where regional or national 
eServices, networked eServices, or interoperability with other citizen service 
schemes are provided, the CRM service must have appropriate 
arrangements for providing card holder support. This may, for example, be 
provided by transferring enquiries to a CRM service provided by an eService 
provider, or to another scheme’s CRM service. 

A CRM system does not have any responsibility for independent eServices 
not affiliated to any citizen service scheme. 

Registration and 
management of 
card holder status 

Analysis 

Registration and card holder status management services required to support 
a new requirement are determined and compared with existing services. Any 
required service updates are planned. 

Features 

In this dimension the trust placed in the card holder and the information 
collected from the card holder is determined and managed, in line with 
security policy and processes. It is assumed that security policy is initially 
developed when the scheme is first planned in outline. 

Card holder status management continually reviews new information about 
the card holder, and may also include a process to periodically confirm status 
of the card holder and of data held (e.g. identification information and related 
personal details). This dimension includes services for providing verification 
of status on request, for issuing revocation lists (CRLs), and for card and on-
card application hotlisting (including removing entries in hotlists). 

Smart cards or 
other smart media 
and on-card 
applications 

Analysis 

An attempt should be made to map the requirement onto a card or media 
type already in use within the scheme, or readily available (together with 
support products). There are strong links with security and trust requirements 
and with on-card data structures. 

Features 

Different card types are optimised for different purposes, but multi-application 
cards can be adapted for a significant range of purposes by developing and 
using optimised on-card applications.  
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Dimension Content and Features 

Card issuing Analysis 

A new requirement is assessed to determine if any change to card issuing is 
required. For example: a different type of card, new artwork, changes to 
issuing systems, the issuer(s) to be used (and whether new issuer(s) will be 
created), a new or revised process. 

Features 

The Card Issuer procures cards and card issuing systems, specifies the initial 
card contents (based on inputs from other dimensions), and issues cards 
either as a result of registration of card holders or (for anonymous cards) on 
request from scheme managers or service providers. As part of card issuing, 
the card life cycle database and (if appropriate) on-card application 
databases are updated. 

Card life cycle 
database 

Analysis 

Any required changes to the database structure and associated system 
capacity are assessed and updates planned. 

Features 

The card life cycle is recorded in a database with input from the Card Issuer, 
Registration (if required) and possibly other dimensions. Card issuing is 
usually linked to Registration of the card holder, but in some circumstances 
anonymous cards will be issued. 

On-card 
application 
issuing  

Analysis 

A new requirement is assessed to determine if any change to application 
issuing is required. For example: loading onto a different type of card, new 
artwork, changes to issuing and loading systems, the issuer(s) to be used 
(and whether new issuer(s) will be created), a new or revised process. 

Features 

The initial application content is specified (based on inputs from other 
dimensions), and the application is either supplied to an application loader or 
to a card issuer for loading. As part of the loading, the on-card application 
database is updated. 

On-card 
application life 
cycle database 

Analysis 

Any required changes to the database structure and associated system 
capacity are assessed and updates planned. 

Features 

The life cycle of an on-card application is recorded in a database (in the card 
life-cycle database or in a linked database), with input from the application 
issuer and possibly other dimensions. 

eService 
databases  

Analysis 

Database requirements for a new function or service, where they are within 
scope, are analysed, and any required updates to scheme databases are 
planned. Information about associated changes to on-card data is passed to 
the Data dimension for analysis, and about transaction messages is passed 
to the Transaction methods dimension. 

Features 

Although most eService content is outside the scope of MMUSST, there are 
scheme support eServices within scope, and the relationship between on-
card data and data held by an eService may be within scope. 
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Dimension Content and Features 

Data  Analysis 

Where possible, data elements already used within the scheme should be 
utilised in the on-card dataset. The amount of on-card data should be 
minimised, unless it can be user-controlled (e.g. using [eURI] with an off-line 
data management application installed in a computer system accessible to 
the card holder). There are strong links with security and trust requirements 
and with the transaction environment (particularly whether use will be on-line, 
off-line or both). 

Features 

Both personal data and transaction related data are within scope. 

Includes on-card and off-card data definitions, data structures, access 
methods and management of the data. 

In a multi-application card, on-card applications may be optimised to handle 
specific data elements. 

Transaction 
methods  

Analysis 

Both the transaction process and message protocol requirements are to be 
determined. Where possible, message protocols already in use within the 
scheme should be utilised, as it may be very difficult to modify the smart card 
end or terminal configurations.. There are strong links with security and trust 
requirements and with the preference to minimise the amount of on-card 
data. 

Features 

Transaction processes involved are at the eService (where there may be both 
on-line eServices in a server and off-line eServices with store and forward), at 
the smart card and in the terminal. Message protocols are strongly influenced 
by security and trust requirements. 

Security and trust  Analysis 

Using the security policies and processes, the new requirement should be 
analysed for compatibility with the scheme’s existing security and trust model. 
There is a strong link with the risk and threats analysis, including studying the 
transaction process. This analysis involves assessing possible solutions in 
many dimensions – any conflicts with the analysis in those other dimensions 
will be discovered in the Synthesis phase, where they may result in either a 
referral back to the Analysis phase, or else a compromise based on an 
overall assessment of risk and mitigation methods may be developed. In the 
detail technology, there is a strong link with terminal and terminal system 
configurations, as well as with on-card functions. 

Features 

This dimension interacts strongly with all other dimensions of a scheme, 
contributing essential confidentiality, reliability and system integrity to overall 
scheme trust and compliance. 

Infrastructure:  Analysis 

Infrastructure requirements are analysed, with particular regard to the security 
dimension’s contributions. Updates required are reported (but planning them 
may be delayed if the required update is significant). 

Features 

Included are scheme-controlled servers, networks, terminals and terminal 
systems, SAMs, personalisation equipment, management systems (including 
CRM). Terminal systems based on PCs are a particular security problem. 
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Dimension Content and Features 

Performance Analysis 

System and transaction performance requirements should be assessed 
(perhaps estimated for transaction performance). User interface 
requirements, particularly for card holders with special needs, are a major 
part of this dimension. 

Features 

This dimension includes transaction times, reliability (including sizing the 
system requirements to avoid overload of storage space, and sizing CRM 
requirements) and usability of all parts of the scheme that are affected by the 
new requirement. 

Risk assessment 
and mitigation  

Analysis 

Strongly linked with Security and trust, this process should be performed over 
all the dimensions (and for all aspects, not just the ICT aspects). Mitigation 
should be proposed where significant risks are identified – but note that the 
later review phase (after the Synthesis phase) will revise the risk assessment. 

Features 

This is an initial risk assessment, with revisions throughout until 
implementation is complete. Continuing risk assessment will then be handed 
over to operational management. 

Legal and 
contractual  

Analysis 

Compliance requirements are to be identified and reported to those 
responsible for analysis in the other dimensions. 

Features 

For legal requirements refer to Part 1 of this CWA. Contractual requirements 
are specific to the scheme for scheme owned and affiliated eServices, and 
may be determined externally where regional, national or networked 
eServices are supported. 

Audit and 
certification 

Analysis 

Compliance requirements are to be identified, and the availability of suitable 
support services are to be determined. 

Features 

The technical content is both internal and external, including (where required) 
independent assessment and certification of products, service quality and 
security methods. There is a strong link with security and trust requirements. 

 
 
5.2.2 Synthesis 

Synthesis brings together proposals from all the dimensions in order to satisfy all 
stakeholders (including external organisations and card holders). It completes the design 
in some of the dimensions and prepares for tests to be performed in others.  
 
This phase:  
 

·  completes the definition of the characteristics of the service as it is proposed to be 
implemented,  

·  includes further risk assessment and generation of mitigation proposals,  
·  reports on how the requirements will be delivered in all the dimensions,  
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·  identifies existing components and methods that are to be incorporated, and 
·  shows the areas where development work is required, specifying the functions to be 

developed.   
 
Where the analysis phase has identified alternative solutions in any of the dimensions, the 
synthesis phase should endeavour to propose just one solution.  
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6 Security framework 

Information security, including protection against external threats, is an 
essential dimension of citizen service schemes using ICT methods. 

This section follows from section 4.4 on Quality and Security, and is to be used 
alongside other sections of this CWA. 

 
6.1 Introduction 

It is assumed in this section that the scheme has and maintains a security policy (section 
4.4.1). 
 
The basics of the quality and security frameworks for MMUSST are: 
 

·  Ensuring that information is correctly processed and adequately protected from 
loss, unauthorised modification, and unauthorised access, from whatever cause. 

·  The zero defects target and the commitment to continuous improvement of service 
quality and of information security within the scheme. 

·  Identification of the card holder as a pre-requisite for authorisation to receive either 
an eService or a more general service with eService content, with verification of 
identity and credentials, all matched with stated trust levels. 

 
Associated security policy items include: 
 

·  Information security to be appropriate for the delivery of eServices to citizens, 
visitors, businesses and other organisations. 

·  Each service to be classified according to the level of trust (assurance) required for 
that service, aligned with card holder trust levels determined at registration time. 

·  Cards and key infrastructure components (particularly terminals, terminal systems 
and servers) to be classified and certified according to the level of trust required for 
their functions. 

·  Transactions to proceed only when the card holder trust level established at the 
start of the transaction, and the trust levels of key components, are high enough to 
satisfy the eService.  

 
Appropriate security should be seen from the card holder’s viewpoint as well as from the 
scheme’s viewpoint: as ICT methods are increasingly used in an unattended environment 
for public sector service delivery, a single functional or security failure may become very 
distressing and have serious consequences for individual card holders and their families 
and businesses. 
 
Scheme managers must ensure that:  
 

·  the security dimension ranks alongside function in the design and development of 
citizen services, and  

·  security assessors have adequate expertise in their team. 
 
6.2 The security dimension in the MMUSST model 

Information and transaction security in MMUSST is a complex dimension in the multi-
dimensional model, pervading all areas of a scheme. 
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Information security (Infosec) is a well-known discipline in IT systems, but the on-line use 
of eGovernment methods by citizens (particularly when the public internet is used for 
connection) has been difficult to assess and certify. The basic ICT Infosec standards22 
have been updated in 2005, including adding material applying to the situation where 
users of the system are not under the direct control of the managers of the system.  
 
Nevertheless, there is a widespread and continuing assumption, in both the public and the 
private sector, that systems will always work properly, that those who operate them will 
always behave properly, and that external threats can be countered as and when they 
appear. At the design and development stage too often there is a failure to ensure that 
engineering discipline is used to build a secure system from the start. Therefore both 
internal and external threats are often ignored until the threats become real, and then a 
patch and mend process follows.  
 
In general: 
 

·  All schemes deploying ICT methods for citizen services, with smart cards issued to 
citizens, should be designed to be secure, and should be subject to assessment 
and certification by accredited security assessors. 

·  When security assessment of smart card based ICT schemes is planned, accredited 
sector-specific assessors with smart card expertise are often not available. Thus 
assessing and certifying security when smart cards are used will often require 
accredited assessors to use sub-contractors.  

·  During operation of a scheme, fraud management and security breach detection 
methods should be deployed continuously, and all partners should be encouraged 
to report every security breach and all known or emerging security weaknesses. 

·  The quality management commitment to continuous improvement translates, in the 
information security dimension, to a regular strengthening of the security defences 
of a scheme and periodic changes to the security keys (key rollover). 

 
The security management of a scheme must take an overall view of the scheme. However, 
operation of an ICT scheme is always based on a balance of risk, which in a citizen 
service scheme takes account of both financial and social parameters. 
 
6.2.1 Trust levels 

Within a scheme, security policies and processes control scheme security. Together they 
establish the trust model. Monitoring and audit then determine the actual level of trust in 
each component of the scheme and in the overall delivery of each eService. 
 
To support the implementation process, trust levels have been codified23. For public 
administrations (associated with information graded ‘unclassified’ but likely to involve 
sensitive data) the coding has 5 levels:  
 

·  Level 0 meaning no assurance attached to information or the systems involved in 
processing it, and  

·  a further 4 levels relating to the USA “identified requirements for four security levels 
of cryptographic modules to provide for a wide spectrum of data sensitivity, and a 
diversity of application environments” (see FIPS PUB 140-2 [140-2]). 

 

                                                 
22 ISO/IEC 17799:2005 [17799:2005] and BS 7799-2:2005 [7799-2:2005] (ISO/IEC 27001:2005) 
23 See documents from UK ( [UK-xxx] and USA [140-2] in References 
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Public sector ICT services for citizens generally use only Levels 0 to 3: 
 

Level Registration process System level assurance  

0 None None  

1 on the balance of probabilities, the 
registrant’s real world identity is verified 

Use good commercial products  

2 there is substantial assurance that the 
registrant’s real world identity is verified 

Quality review by independent policy 
auditors.  

Verify implementation by independent 
compliance auditors. 

May use security evaluated commercial 
products. 

 

3 the registrant’s real world identity is 
verified beyond reasonable doubt 

Use products and services that satisfy 
security profiles (tscheme24 refers) – i.e. 
already approved products. 

Then as for Level 2, but more stringent. 

 

 Information is from [UK-REG-IND] Information is from [UK-ASS]  

 
Recent UK thinking25 about Information Assurance accepts that a PC in an unattended 
environment may be used as the core of a terminal system, and suggested the following 
about user identification levels during a transaction: 
 

Level User token Transaction example  

0 None, but possibly log the IP address 
and ID and contact information supplied 
by the user (to help with management 
of the scheme) 

Reporting a street lamp failure to the 
local municipality 

 

1 A PKI certificate in the PC used for the 
transaction (internet access to the 
eService), plus username and 
password typed by the user (this ties 
the user to just one PC) 

On-line ordering of a publication using 
a credit card, delivery of which is being 
made to the credit card account 
holder’s address 

 

2 Smart card with PKI certificate plus PIN The submission of a VAT return. There 
must be substantial assurance of real-
world identity since the return is legally 
binding 

 

3 Smart card with PKI certificate and with 
strong CVM26 (e.g. biometric) 

On-line application for a passport after 
an ID card has been issued 

 

 
However, current implementations use rather weaker methods – and are having 
considerable difficulties with fraud. Proposals for ID cards are questioning the assumption 
that there can be adequate identification and authentication of the person making the 
transaction when a basic PC is used as the core of the terminal system. 
 

                                                 
24 tScheme (www.tscheme.org) is a UK industry-led organisation that accredits information security 
services of various types. In the development of tScheme the multi-level registration concept for 
citizens [UK-REG-IND] was defined by derivation from the USA defined trust levels in [140-2]. 
25 Government Connect project (private communication) 
26 Card holder Verification Method 
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6.2.2 Security processes 

In the complete scheme, security processes are a combination of physical procedures and 
ICT methods. Audit and specific fraud detection methods must also be deployed. 
However, it must be understood that all personnel with access to information and to 
components (such as smart cards) within the scheme have to be trustworthy (be trusted to 
maintain scheme integrity). 
 
In an ICT system, a trust network is implemented as a security domain, the main 
characteristic of which is usually the sharing and use of security keys. Security keys are 
used to control access to information, for encryption and decryption, and to create and 
verify electronic signatures. Security algorithms that use the keys are implemented in the 
smart cards, terminals, security modules (SAMs), servers and systems for card and 
application issuing and management. A citizen service card scheme:  
 

·  uses all of those security methods to maintain confidentiality, reliability and system 
integrity,  

·  uses electronic signature to authenticate certificates containing data, and  
·  may also offer application level electronic signature services in the card (e.g. to sign 

a document or form). 
 
Security key generation, distribution, withdrawal and replacement (rollover) must be 
carefully designed to ensure the integrity of the scheme.  
 

Key rollover implements the principle that security keys should have a finite 
operational life. For each function, new keys are periodically added to the list of 
keys securing that function, and, after a suitable delay, old keys are withdrawn. 
The consequences include the need to periodically re-issue cards, on-card 
applications, and datasets. 

 
Physical procedures include keeping smart cards physically secure until they are 
personalised, and also keeping their transport keys secure (transport keys are the security 
keys used to gain initial access to the card for personalisation). 
 
Within the scheme, CRM services make use of security processes and keys to manage 
cards and on-card applications. The processes control the complete life-cycles of cards 
and on-card applications, and should be designed so that risks associated with 
compromised cards are carefully controlled. Control includes:  
 

·  having a method by which cards and on-card applications that have been 
compromised, or where the card holder is no longer authorised to use them, can be 
blocked whenever they are used to access the scheme’s eServices;  

·  eServices, cards and applications should be configured so that they have to be 
refreshed periodically using a secure process, thus detecting that the card holder is 
active within the scheme, and avoiding an ever-increasing list of cards awaiting 
blocking of an application or of the entire card  

 
The list of cards and applications awaiting attention is known as the hotlist, and its 
management is often more complex than initially assessed – see section 6.5 below.  
 
6.2.3 Identification, Authentication and Authorisation 

Identification is required for continuity. When that continuity is required, the person who 
identifies himself or herself with a particular name on first encounter with an organisation 
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must use that name in future encounters or make formal arrangements to use or link to 
another name27. The public sector may have stricter requirements, in particular for a name 
to be registered as the person’s official name, to be used with all public sector eServices 
(see [eAuth] and the earlier [OSCIE GIF]). 
 
Authentication is a method by which an identity (and other information) previously 
registered can be verified in a qualified manner: a trust service confirms that, so far as is 
known by the trust service, the information verified is the same as was registered and has 
not knowingly been altered or in any other way been revoked (cancelled). 
 
Once identity and other relevant information (often called ‘attributes’) has been verified, 
authorisation to use an eService can be granted. 
 
However, that process is one-sided (in favour of the eService Provider) and at risk of 
outside interference. When strong verification of identity is required, and where 
interference with service provision would be damaging to the card holder:  
 

·  the user (card holder) should be given the opportunity to identify and verify the 
eService provider and eService, and  

·  the transaction process and infrastructure must be secure.  
 
Within a scheme there are persons, tokens, organisations and scheme components: 
 

·  The person is a real physical person, even when representing an organisation.  
·  The token is something secure that the person has and that is linked to the person, 

and it contains information that can be used to identify and authenticate both it and 
the person (the card holder). 

·  The organisation is responsible for a part of the scheme. 
·  Where a part of the scheme is a recognisable component (e.g. a terminal or part of 

a terminal system), it may include information that can be used to identify and 
authenticate it.  

 
An eService:  
 

·  contains information that can be used to identify it, and  
·  may also contain information that can be used to authenticate it. 

 
Scheme managers must be clear about the distinctions and the linkages: 
 

·  The person is authenticated by being linked to an authenticated token (e.g. using a 
PIN or biometrics). 

·  The token and the card holder identification data that it contains are authenticated 
by an ICT process. 

·  Components of the scheme are authenticated by an ICT process. 
 
Typically in today’s systems:  
 

·  Terminals authenticate cards using relatively weak methods. Some configurations 
have mutual authentication between terminal and card, or between the card and a 
security module (SAM).  

·  Insecure PCs are used to convert between a secure internet protocol and a secure 
channel between card and terminal. 

                                                 
27 ‘Link to’ applies particularly when the person also has a name in another language and/or script. 
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·  Very often schemes are unable to authenticate eServices in a manner which 
demonstrates the integrity of the eService to the card holder. 

 
Scheme security policies and processes must be carefully designed to allow management 
of risk where significant components of the scheme have poor security. 
 
6.2.4 Trust interoperability 

Where two schemes wish to communicate, or a scheme wishes to communicate with an 
independent eService, the trust models of the two organisations have to be compared for 
compatibility. This can be:  
 

·  pre-arranged by way of contractual agreements and interoperability specifications, 
or  

·  determined dynamically by inspection of encoded representations of the trust 
models (e.g. using the V2 SAML protocol from Oasis). 

 
eAuth (and OSCIE GIF) recognised the requirement for these interoperability provisions, 
incorporating their operational implementations in the concept of security adapters.  
 
Section 6.5 below refers to the difficulty of managing card populations in an interoperable 
environment. 
 
6.3 Component security 

6.3.1 Terminal equipment 

Terminal security is one essential component in the overall security of a citizen service 
smart card scheme, but this is an extremely problematic area: 
 

·  Implementing and supporting smart card handling in a variety of terminal types is 
difficult.  

·  The basic PC is an insecure environment. 
·  Trusted Platform Modules [TPM] incorporated in PCs do not yet provide 

adequate security for the channel between card and eService and are not widely 
deployed.  

·  Schemes do not want to have a prescriptive national specification for a secure 
unattended terminal because of the problem of funding rollout.  

·  There is further resistance to deploying low cost secure sub-terminals because 
there are no associated system or card specifications. 

·  Bankers are not currently supporting on-line payment using smart cards. 
 

The secure sub-terminal is a peripheral to the terminal system. The concept is 
related to the bank payment Chip and PIN device deployed at retail points of 
sale, but has a significantly enhanced internal design based, for example, on a 
security profile overlaid onto the [FINREAD] specification. The devices will not 
be low cost until suitable device profiles are agreed and high volumes are 
ordered. 

 
To allow insecure terminal system components to be used in a transaction environment 
where strong security is required, insecure components of the terminal system have to be 
treated as network nodes, and a pass-through secure messaging protocol used. Secure 
messages may then be passed direct to the card and to secure components of the 
terminal system.  
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The classic PC architecture is insecure, and there is no guarantee that the installation in 
home, office, etc, will have additional security components (e.g. firewalls) deployed and 
kept up to date. This creates considerable difficulties when planning to use strong security 
for transactions across the internet from home, office and public terminals. MMUSST 
therefore recommends that:  
 

·  transactions using a citizen service card where Level 328 trust is required should not 
be permitted where the terminal system is based on standard PC installed in an 
uncontrolled environment (e.g. home, small office, or internet café), and 

·  transactions requiring Level 2 trust in the same environment should only be 
permitted where careful monitoring is implemented. 

 
However, some off-line configurations based on PCs may have adequate security for 
Level 3 transactions. A SAM may be required in the PC in this configuration. 
 
Usually the terminal has a user interface, to communicate with the card holder, with an 
operator, or both. Where that interface is part of the insecure component of the terminal 
system (e.g. a PC’s screen, keyboard and mouse), for strong transaction security 
consideration should be given to moving part of the user interface to a secure sub-terminal 
with a small screen, enhanced keypad, smart card interface and possibly biometric sensor 
such as a fingerprint reader. 
 
6.3.2 Secure Application Module (SAM) 

The SAM is often referred to as a security module.  
 
A key component in many security designs is the Secure Application Module (SAM)29, 
holding security keys and access permission information, and implementing security 
functions. For an off-line transaction, the SAM can be incorporated into the terminal 
equipment. For an on-line transaction, the SAM may be attached to a server, be a 
networked component in its own right, or continue to be incorporated into the terminal. 
 
To provide strong security at affordable cost, a SAM is often implemented using a smart 
card chip with strong security, packaged in the typical SIM format (ID-000).  
 
Where security modules (SAMs) are used in terminals, their management is complex, and 
the SAM design should be such that it ceases operation quickly if not refreshed from a 
central system. Note that a SAM is very unlikely to have an internal clock/calendar, so a 
typical SAM cannot be programmed to stop working after a fixed period of time. 
 
6.4 Secure messaging 

Transmission of transaction and supervisory messages across an insecure network (such 
as the public internet, or an internal network in a home or office – particularly over a 
wireless network) requires methods to ensure confidentiality and reliability:  
 

·  confidentiality to ensure that information is not revealed to any third party, and  
·  reliability to ensure that information is always delivered and is not modified in any 

way during transmission.  
 
These requirements are attained by using:  
                                                 
28 See section 6.2.1 
29 Sometimes called a Security Application Module 
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·  encryption of the data,  
·  digital signature of each message,  
·  authentication mechanisms to ensure that the devices or systems at each end are 

identified and authenticated to each other, 
·  acknowledgement of each message transmitted, and  
·  retention of a copy of each message at the source until a positive acknowledgement 

of reception is received. 
 
With present day standards and methods, complete end to end security between card and 
eService is not normally achieved. Instead messages are often sent in stages:  
 

·  eService to terminal, and  
·  terminal to card  

 
(and the same in the reverse direction), and authentication is also in stages:  
 

·  between card and terminal, and  
·  between terminal and eService.  

 
Basic secure messaging methods are defined in ISO/IEC [7816], and further methods are 
defined in Global Platform [GP]. Note that some of the messaging methods defined in the 
standards and specifications do not implement the complete set of functions required in a 
secure scheme, so scheme developers have to be familiar with multiple sources of 
technical information.  
 
6.5 Hotlisting 

With a scheme’s smart cards being under the physical control of the user (card holder), the 
scheme must make use of its infrastructure, and work with eServices, to suspend use of 
an on-card application or of the entire card when a violation of scheme rules is detected. 
The method used is known as hotlisting: the card’s ID and information about the action 
required is issued to management systems (e.g. the scheme’s hub system where that 
architecture is used, and to CRM systems), dedicated terminals, and affiliated eServices.  
 
Those in receipt of this information must have the ability to block the on-card application or 
complete card as appropriate, which means that they must have the necessary security 
keys to authorise them to take the necessary action. 
 
There must also be a reverse process, namely “unblock”. Use of this is more restricted 
than for the “block” process, and usually requires specific CRM action. 
 
Use of the hotlisting method is governed by scheme policies on customer service, and 
requires contracts between all the organisations participating in this management method. 
These contracts must define liability where a card is used in violation of scheme or 
eService rules, and be subject to commercial risk management. 
 
Where interoperability with other schemes is implemented, the contractual position 
becomes very complex and is often the governing factor in deciding whether to attempt 
interoperability. 
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7 Interoperability  

7.1 Interoperability scenario 

Interoperability of a citizen service smart card scheme is required when:  
 

·  cards are used outside their home scheme, or  
·  where eServices affiliated to one scheme want to be accessible by cards issued by 

another scheme without the eService affiliating to that scheme.  
 
Interoperability depends on the content and capability of the card: 
 

·  A limited number of card holders will want to use the citizen service card for local 
services in selected geographically or logically ‘out of area’ situations. Using a 
library or leisure centre just across the border in a neighbouring scheme’s area is 
the basic situation for some card holders.  

·  For eTicketing, many public transport journeys cross local and regional borders. 
Passengers travel across borders, and vehicles may be registered in one area but 
part of the time operate in another. Thus eTicketing for public transport requires 
either a wide area scheme (typically a national scheme) or a network of 
interoperable local schemes (e.g. as in [IFM] and the [ITSO] implementation 
specification). 

·  A travel concession pass may be valid anywhere in the country rather than in the 
local town – that may soon be a reality in England and Scotland30, and already is 
(with a flash card, not a smart card) in Wales. 

·  If the locally issued card is a de facto ID card (supports strong ID and 
authentication), a significant number of card holders will want to be able to use it 
everywhere – if it looks like an ID card (e.g. if it is a proof of age card), then it should 
work everywhere. 

 
Note the following: 
 

·  Some eServices may be able to make use of the citizen smart card without 
affiliating to a scheme; typically this is where the eService does not require access 
to security keys that are private to a scheme or another eService. 

·  Technically there may have to be interoperability between schemes when the card 
holder believes he or she is using the home scheme; this particularly occurs in a 
network of schemes, such as in eTicketing on the [IFM] model – however, such a 
network shares security keys and could be regarded as a single scheme with 
multiple Card Issuers. 

 
7.2 Interoperability architecture approach 

In the security dimension the general case of direct interoperability is: 
 

·  relatively simple over many schemes when there is no strong authentication 
function, and when on-card data is freely readable or readable after card holder 
presents a PIN (e.g. using eURI), and there is no requirement for a SAM in the 
terminal,  

·  managed by scheme managers when schemes or parts of schemes are all within 
one security domain (as may perhaps be arranged across a regional set of 
schemes, or in a national network of eTicketing applications), and 

                                                 
30 Rolling out in Scotland from early 2006 
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·  unlikely to be cost effective where updating (writing to) the card is required and 
interoperability is between low cost local schemes in different security domains (i.e. 
each having their own key set) (typically schemes that have initially used memory 
cards). 

 
When interoperability of authentication is required the CWA 15264 [eAuth] model is 
introduced: 
 

·  either a single PKI is used by all the schemes (e.g. eAuth’s central administration 
model, but modified to allow multiple card issuers – currently under discussion in the 
UK public sector for local citizen service schemes), 

·  or the individual schemes with their own PKIs have trust interoperability agreements 
with each other (see sections 6.2.4 and 6.5). 

 
Functionally, direct interoperability requires scheme to be able to recognise each other’s 
cards and know the interface specifications for each card type recognised. Here there is as 
yet no established international or European standard or specification, but:  
 

·  an eService may create an interoperability specification for its own on-card 
application (e.g. the UK [ITSO] specification for eTicketing),  

·  international standardisation in ISO/IEC JTC1 SC17 WG4 is developing ISO/IEC 
[24727] for card startup and content discovery,  

·  there are several published methods for secure messaging at the card interface 
(see ISO/IEC 7816-4:2004 and Global Platform [GP]), plus methods for key 
exchange to allow secure messages to pass between security domains, and  

·  [eEpoch] documents give guidance. 
 
Note that the memory cards that many schemes issue cannot be used in a fully 
interoperable manner. They can be read everywhere if there is agreement on the format 
for particular sectors and if those sectors use the same read key in every scheme – but 
great care has to be taken to avoid personal data being read by organisations not 
authorised to do that. 
 
7.3 Special needs and user convenience 

It is important that any proposal for using a smart card to hold personal special needs 
parameters is interoperable, and that interoperability can be attained without having 
contractual agreements between schemes. Schemes are therefore recommended to 
develop methods using EN 1332-4 [1332-4]31 (as incorporated into CWA 13987:2003 
[eURI]32) to enable automatic configuration of terminals and the built environment. 
 
Further information is provided in Annex A.2. 
 
 
 
 
 
 
 

                                                 
31 An updated edition of EN 1332-4 [1332-4] is expected to be published in 2006 
32 CWA 13987:2003 [eURI] is due for review in 2006, and may be proposed for conversion to an EN 
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8 Roles and Responsibilities 

Within a single scheme the many roles and associated responsibilities are listed in the 
table below. 
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Figure 2: Roles 

 
Role Responsibilities 

Card Scheme 
Operator  

Manages the Card Scheme. Is responsible to the owners of the 
scheme, to regulators, certification organisations (e.g. for security 
certification), and other organisations with which the scheme has 
contracts.  

Sometimes known as the SCC Administrator, but has a much greater 
management role than simply administration. 

Card Community 
Administrator 

Manages the SCC: keeps records, ensures that contracts are in place, 
monitors services and other activity (including audit and backup), 
operates the CRM service.  

Card Community 
Registrar 

Identifies all entities, systems, etc, particularly where they need to be 
identifiable within the scheme and possibly secured. Registers 
eServices with which contracts are to be arranged. 

Where the scheme participates in a peer network of linked schemes, 
there may be a network level registrar. 

Security Manager Manages security information (keys, permissions, hotlists), monitors 
activity for security breaches and acts to mitigate them, creates and 
maintains security policies and processes, arranges for security audit 
and certification, carries out risk assessment. 
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Role Responsibilities 

CRM service Provides support services to the card holder on behalf of the Card 
Scheme Operator and manages load/unload/block/unblock of 
applications and block/unblock of cards. 

Registration  Registers persons, etc, for membership of a SCC and for issuance of 
ID certificates, etc. Maintains the card life cycle database and the 
identification and credential information supplied by the card holder.  

This role is operated by a Registration Authority (RA), which is a 
trusted entity accredited to the trust level required by the SCC. 

Certification Creation and issuing of cryptographically signed certificates attesting 
to identity and credential information about the card holder. 

Often part of a PKI infrastructure. Certificates are often compliant with 
the X.509 V2 specification. 

This role is operated by a Certification Authority (CA) (also known as a 
Certification Service Provider), which is a trusted entity accredited to 
the trust level required by the SCC. 

Validation (of 
certificates) 

Manages requests to a CA for verification of identity and status 

This role is operated by a Validation Authority (VA), which is a trusted 
entity accredited to the trust level required by the SCC. 

  

Card Supplier Provides cards and associated information (including transport keys) 
so that the card issuing role can be operated.  

Sometimes known as the Card Provider (CP). 

Card Issuing Personalises smart cards, issues them to card holders and updates 
the card life cycle database.  

This role is operated by a Card Issuer (CI). 

Application 
Provider (AP) 

Responsibility for the life cycle of an on-card application, including 
obtaining authorisation from the card issuer for the on-card application 
to be loaded onto the card (i.e. for load permission keys to be used). 

A role of the Application Owner. 

Card Holder Agrees to conform to the rules of the scheme, provides personal 
details (registration), is issued with a card, and uses the card via 
terminal equipment. 

  

Access Provision Provide and manage infrastructure for the SCC: internal systems and 
networks, dedicated terminals, interfaces. Arranging for certification of 
equipment and software. 

Set requirements for terminals not managed directly by the scheme, 
and possibly support for those terminals (including providing hardware 
and software in some cases, liaising with hardware and software 
suppliers) 

This role is operated by an Access Provider. 
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Role Responsibilities 

eService 
provision 

Operating an eService compatible with the smart cards issued by the 
scheme.  

Where the eService is owned by or affiliated to the scheme, 
contractual arrangements are made with the card Scheme Operator. 

This role is operated by a Service Provider. 

Provision of 
service content  

Defining and implementing an eService compatible with the smart 
cards issued by the scheme, often in the context of a wider service. 
May require definition and implementation of an on-card application 
and associated data, plus arrangements with the Card Scheme 
Operator for the application and data to be loaded onto cards. 

Where the associated eService is owned by or affiliated to the 
scheme, contractual arrangements are made with the card Scheme 
Operator. 

This role is operated by a Content Provider.  

  

Service Operation 

(in eTicketing to 
the [IFM] draft 
standard or the 
[ITSO] 
specification) 

Operation of a service in which an on-card Product is issued and/or 
used. 

(A Product in this environment is an on-card dataset, perhaps with an 
associated on-card process, loaded into an on-card application. It is 
owned by a Product Owner and represents a ticket, holds value 
tokens, etc) 

This role is operated by a Service Operator. 
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9 Architecture approach 

A flexible and modular approach to scheme architecture is introduced in this 
section 

 

Section 6 (Security framework) must be used in conjunction with the material in 
this section. 

 
 
MMUSST includes in its scope: 
 

·  Multi-application cards, capable of hosting data structures and multiple independent 
on-card applications that contain both data and processes 

·  Multiple Card Issuers 
·  Multiple eServices 

 
Added to that is the ability to include in the scheme:  
 

·  Different types of card (not necessarily all multi-application) 
 
To complete the flexible and modular approach there can be multiple:  
 

·  Transaction methods  
·  Network configurations 
·  Communications protocols  
·  Terminal configuration 

 
Card holders will be able to use any of these components and methods, and may use 
several of them within a short period of time 
 
Examples: 
 

·  A booking for a session in a swimming pool made on-line across the internet from 
home, and the ticket loaded into smart media that can be worn on the wrist 

·  The smart media used for automatic entry into the swimming pool area and for 
access to a locker for personal items 

·  After the swimming session, the smart media used to pay for refreshments 
 

·  A ticket for a bus or train ordered on-line and loaded into a card. 
·  The card used on the bus, or for entry to a train station and then the ticket checked 

on the train 
 
The key to this is that eServices and datasets must be accessible through different routes 
using different methods. 
 
9.1 Basic citizen service schemes 

This section illustrates a typical way in which public sector local citizen service smart card 
schemes have been and are being created, and comments on the consequences. 
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In the Introduction it is stated that: 
 

·  The starting points for scheme developers include:  
o clean sheet design projects,  
o migration from methods not using any ICT, 
o upgrading of ICT schemes not already using smart cards, 
o further development of, and also merging of, existing schemes using smart 

cards,   
o incorporation of regional, national and international methods into existing 

schemes using smart cards, and  
o implementing interoperability between separately owned and managed 

smart card enabled schemes. 
 
For a local citizen card scheme it is expected that:  
 

·  the 2nd and 3rd of those starting points will be important for the next few years, and  
·  a regional or national eTicketing application for public transport may be included 

from the start.  
 
Important to many proposers of smart card schemes starting from the 2nd and 3rd of the 
listed starting points will be: 
 

·  low initial cost, 
·  simple, easy to configure card types – typically memory cards, usually Mifare™ 33 

(memory cards with a contactless interface), and 
·  a single system to operate the scheme (the hub model), perhaps incorporating links 

to existing clusters of terminals around servers (the hub and spokes model). 
 
Note that there are consequences to starting with the simplest scheme:  
 

·  higher investment cost over the life of the scheme because of early upgrades,  
·  more card replacements than initially expected, and  
·  forward planning from the very beginning if the whole of life cost of the scheme is to 

be controlled.  
 
It is recognised that policies on investment funding vary across Europe, and therefore 
MMUSST allows for several technical models to be derived. 
 
A regional or national eTicketing scheme may require local hub functions that include 
acting as a node in a wider area network of schemes. This may lead to the local hub 
having a distributed internal architecture of multiple systems. 
 
While the card types within MMUSST’s scope are primarily multi-application (and therefore 
necessarily microprocessor cards), it is accepted that a scheme: 
 

·  may decide to start with only memory cards (probably Mifare™); 
·  will later continue to use memory cards alongside multi-application microprocessor 

cards; 
·  may phase in dual interface cards (contact and contactless) that emulate Mifare™ 

cards across the contactless interface. 
 

                                                 
33 See Annex C (Mifare™) for further details on Mifare™ and its inclusion into ISO/IEC 14443 
standard for contactless Proximity cards. 
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Some schemes will include more than one quite different transaction methods from the 
beginning, together with appropriate information security methods. An obvious example is 
the mix of: 
 

·  Basic citizen service face-to-face low security transactions (library, leisure services), 
on-line to a local or central server, using a proprietary or scheme-designed 
specification, and 

·  eTicketing for public transport, entirely off-line, both face-to-face and at vending 
machines, preferably to a regional or national specification, but possibly to a 
proprietary specification. 

 
Early in the life of such a scheme there will be a demand for internet access to eServices, 
using the card to store information such as eTickets. For eTicketing, the internet access 
method requires a quite different transaction and security design than is used for off-line 
sales and acceptance, a design that may not be included in a regional or national 
eTicketing specification.  
 
When adding new transaction methods to a basic scheme (e.g. adding on-line transactions 
from home and office to a scheme that started with face-to-face low security transactions), 
scheme developers should understand that often a completely new transaction system 
(function and security) has to be designed.  The new method and its consequences must 
be analysed on its own, and not as a modification to the existing method. At that stage it 
may also be essential to introduce a different card type from that used in the basic scheme 
– for example, when adding on-line transaction methods to a scheme based on face-to-
face methods, stronger security at the card level will almost certainly be required in the on-
line environment. At the same time, the new card type should operate in the existing 
terminals and the off-line transaction environment as well as in on-line terminals and the 
on-line transaction environment. The decision to be faced is whether to replace all cards 
and terminals, or whether another technical solution can be provided at acceptable cost. 
 
The classic example of this problem is where a memory card has been used initially and 
the on-line method requires a microprocessor card. Here there is one special case that 
has a migration route: 
 

·  The initial card type is a Mifare™ contactless memory card.  
·  The new card type can be a dual interface card with Mifare™ emulation available 

across the contactless interface. 
 
Note that migration may not be entirely without difficulties, as some early Mifare™ card 
readers do not reliably accept the emulation cards. That illustrates the need to go through 
the whole implementation process (section 5.2) when upgrading. 
 
The material in this Part 2 of MMUSST is modular. In the example above the high level 
function sets are: 
 

·  low cost basic functions and eServices,  
·  single add-on eService for eTicketing for public transport, and  
·  internet access for eTicketing. 

 
The implementation of each of those function sets involves multiple modules. 
 
The multi-application card assists with modularity, so that different datasets, on-card 
functions and security methods can be hosted on one card and matched with the 
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requirements of different eServices. At the same time the card holder has the convenience 
of a single card.  
 
Multi-application cards are themselves graded, particularly in relation to the security levels 
and functions provided. At the highest security level are fully Global Platform [GP] 
compliant cards34, with strong on-board security for application management. 
 
A scheme can support multiple card issuers, and even accept cards issued outside the 
scheme’s security domain, providing that appropriate arrangements are made for security 
keys and permissions information to be distributed to the scheme components (SAMs, 
terminals, card issuers, CRM services, servers hosting eServices). 
 
9.2 Terminals 

It is essential that this sub-section is read in conjunction with the terminal 
security information in section 6.3. 

 
The primary purposes of a terminal or terminal system are to communicate between:  
 

·  the card holder or an operator (or both),  
·  the smart card, and  
·  the eService. 

 
 Additionally the terminal may communicate with:  
 

·  a security module (SAM) housed within the terminal or (less likely) remotely located, 
or 

·  an intermediate system (the scheme’s hosting system or hub).  
 
And the terminal may itself provide an eService by executing an application program.  
 
There are several possible roles for the terminal equipment when handling the smart card: 
 

·  As a stand-alone system, combining a local eService and card handling 
·  Entirely stand-alone 
·  Store and forward 
·  Store and forward plus application-specific on-line functions 

·  As an on-line client system for which the card reader is a peripheral. 
·  As a pass-through node allowing direct communication between (a) the smart card 

and/or on-card application and (b) the eService. 
 
Of those roles, the pass-through is not widely deployed, although terminal level 
specifications and products have been available for some time35. Implementation has to be 
at system level, with collaboration from developers of the eService, the terminal and the 
card (or at least an on-card application). However, the pass-through method can isolate a 
transaction from the basic insecurity of many terminal configurations, thus allowing for 
Level 3 secure transactions using low cost terminal equipment.  
 

                                                 
34 Certain types of Javacard, and Multos cards, provide full basic GP compliance, but secure end-
to-end transaction methods may require software in the on-card application 
35 E.g the FINREAD [FINREAD] specification, and Global Platform collaboration with partners. 
FINREAD is a complex specification from which appropriate functional and security profiles may be 
derived. 
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Terminal designs divide into 2 main classes:  
 

·  dedicated, or  
·  based on a general purpose computer system.  

 
Commercially available terminal products suitable for use in the home, small office, etc, for 
transactions using smart cards are usually expected to be built around a commercial PC. 
This configuration has particular difficulties: 
 

·  implementing and supporting smart card handling in a variety of terminal 
configurations is difficult,  

·  schemes do not want to have a prescriptive national specification for the 
unattended terminal,  

·  bankers are not currently supporting on-line payment using smart cards, and 
·  security weaknesses in typical configurations using PCs have not yet been 

overcome (see section 6.3). 
 
There are two commonly used types of basic interface between card and terminal:  
 

·  contact generally compliant with ISO/IEC 7816 and subsidiary standards, or 
specifically compliant with the EMV (bank payment) specification, and  

·  contactless generally compliant with the ISO/IEC 14443 standard and relevant parts 
of the ISO/IEC 7816 standard, or specifically compliant with the PayPass / Visa 
Wave (bank payment) specification.  

 
Note that: 
 

·  Some terminals implement the USB interface option in ISO/IEC 7816.  
·  Contactless terminals may also support proprietary memory cards (often Mifare™).  
·  Some card readers support both contact and contactless interfaces.  
·  In the near future, some terminals will also support NFC36. 

 
The terminal may operate on-line to an eService (either directly or indirectly), off-line 
(perhaps completely so for some transactions, or storing transaction messages for later 
collection), or in an intermediate network configuration (on-line to a local server that is 
itself off-line from a back office system) 
 
Dedicated terminals used in citizen service schemes are often developed from designs 
originally created for bank payments. As a result they:  
 

·  exhibit medium to strong security (up to Level 3, perhaps requiring use in an 
attended environment for Level 3 transactions),  

·  may be oriented to off-line working (but allowing on-line access, often via a 
telephone line), and  

·  may be difficult to adapt for new transaction methods. 
 
Where a scheme expects to add additional functions to dedicated terminals, suppliers 
should be required to confirm that the terminal is upgradeable and has a secure upgrade 
methodology37. 

                                                 
36 Near Field Communication, an enhanced version of the contactless card interface method in the 
ISO/IEC 14443 standard, providing for equipment to equipment communication as well as card to 
equipment; a proprietary method but manufacturing licences are expected to be made available 
37 E.g. based on the secure management method in the FINREAD [FINRD] specification 
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Terminals based on general purpose computer systems are often oriented towards on-line 
working (either connected to a local server, or direct to an eService), but may be adapted 
for off-line working. The majority of this type of terminal are built around a commodity PC, 
with a separate card reader (or, for a card with a USB interface, a card coupler).They 
typically exhibit low to medium security (see section 6.3).  
 
Typical uses for off-line terminals are: 
 

·  eTicketing: ETMs on vehicle, Hand held, Gates, Vending – ticketing 
·  Building access, security gates 
·  Local eService (typically based on a carefully managed PC; for example off-line ID, 

or proof of age) 
·  Card viewers 
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Annex A: Transaction methods and eServices 

A.1 Introduction 

This Annex describes specific classes of eServices and illustrates transaction methods 
(access methods). Implementation includes specific examples. 
 
There are many variations in transaction methods, and a particular eService may be 
accessed using more than one of the methods described in this CWA. For example: 
 

·  A booking for a leisure centre facility (e.g. a swimming pool) might be made:  
·  over the internet from home, using a PC web browser transaction method, or  
·  at the leisure centre, using a dedicated terminal directly connected to the leisure 

centre’s server. 
·  A ticket for public transport might be purchased:  

·  on the vehicle, using an off-line dedicated terminal, or  
·  over the internet, using a PC web browser transaction method. 

 
For public transport ticketing, the off-line method is in fact in two stages:  
 

·  delivery of the ticket at the off-line terminal, and  
·  later recording of the purchase in a back office system. 

 
However, a particular interoperability specification may constrain the implementation. For 
example, the UK ITSO eTicketing specification [ITSO] at present constrains all ticket 
purchase to be in 2 stages as in the off-line method above – this is because ticket 
purchase transactions must take place between the card holder’s card and a SAM, with 
transaction messages then forwarded to a back office system38. 
 
A.2 User Related Information CWA 13987:2003 (eURI) 

[eURI] describes:  
 

·  a method for storing personal data in an application on a smart card or other smart 
media, and  

·  guidelines for implementing a scheme (which may be part of a larger scheme) to 
issue and support card colders who have the eURI application on their cards. 

 
Importantly:  
 

·  the dataset defined in [eURI] is controlled by the card colder, and  
·  the core of the dataset is a set of special needs and preferences parameters 

intended for use to automatically configure terminals and the terminal environment. 
 
The special needs parameters are defined in EN 1332-4 [1332-4], which is being updated 
in 2006. 
 
The dataset is self-defining and also extensible. Therefore, given the appropriate software 
in, for example, a PC (e.g. a web browser plug-in): 
 
                                                 
38 Note that [ITSO] does not currently include an internet transaction method, because the 
necessary security methods for using a SAM remote from the card holder’s card reader have not 
been defined. 
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·  the terminal can automatically read from the card parameters for configuring the 
terminal (e.g. large font), and  

·  an eService can, with the permission of the card holder, search the on-card data for 
personal information required to fill in on-line forms. 

 
Note that the eService can be a local application in the PC – and indeed such a local 
application (which can be part of the web browser plug-in card handler) is recommended 
to allow the card holder to manage the on-card data off-line.  
 

Function Implementation method 
of interest to MMUSST 

Comments 

User data in the card 
under user control, for 
local use in public 
sector and private 
terminals, and for 
interoperable use in 
other schemes 

eURI, with enhanced access 
control – interoperable in 
principle, but access control 
methods need to be defined 
more completely. 

As yet no browser implementation, either 
for use or for information management – 
but (end 2005) an implementation is 
being developed in the UK for several 
Local Authorities. 

Proof of age (in shops, 
clubs, etc), local and 
interoperable 

Possibly eURI. 

Clubs may prefer to issue own 
data (and own brand card).  

Perceived difficulty with storing date of 
birth in a multi-function card: data 
protection rules. 

Special needs for 
configuring terminals 
and the environment 

eURI’s base dataset (UCI) 
implementing EN1332-4 
[1332-4] and some extras 
(e.g. language choice) – 
interoperable. 

As yet no browser implementation, either 
for use or for data update. 

 
[eURI] currently only defines a method using an on-card application in a microprocessor 
card, and assumes that this will be a contact interface card compliant with ISO/IEC 7816. 
A minimal implementation for contactless memory cards is in development at end 2005, 
and will be announced at www.euri.org when available. 
 
A.3 ePurse and Loyalty 

ePurse and Loyalty Card functions are similar in technical content.  
 
For local deployment of ePayment in a closed scheme through dedicated terminals:  
 

·  there are already many implementations (but they may not all have security 
assessments),  

·  SAMs are normally required in the terminal39, and  
·  compliance with the eMoney Directive is relatively easy to obtain. 

 
As yet there is no universal, secure and cost-effective interoperable implementation able to 
satisfy security concerns for organisations wishing to become eMoney institutions. 
 
In the traditional banking area: 
 

·  CEPS was developed by the bank card organisations as a universal electronic 
purse system, but the necessary set of interoperable schemes has not been 
implemented. 

                                                 
39 Thus the terminals are normally dedicated to the scheme 
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·  There is a quick payment credit card method for small transactions using 
contactless cards under the names Mastercard PayPass and Visa Wave, but at end 
2005 the transaction costs in Europe are delaying rollout.  

 
A.4 eTicketing and related services 

Most eTicketing schemes currently operating or in development are closed and use 
proprietary methods. Recent developments for public transport ticketing, starting with the 
UK’s early versions of the ITSO specification and now being standardised as [IFM] and 
[IOPTA], incorporate:  
 

·  interchangeability of components, and  
·  interoperability across a network of schemes within one security domain. 

 
Interchangeability of components is delivered through modular specifications and 
associated equipment certification programmes. 
 
Interoperability requires:  
 

·  a network interconnecting the various schemes,  
·  a security key generation and distribution service, and  
·  network-wide management of the network, risk and security 

 
Currently (end 2005):  
 

·  the UK is implementing a set of ITSO-compliant schemes but has still to define 
network wide risk, liability and security management, and  

·  Germany has developed a national specification  
 
Note that [IFM] and [IOPTA] are high level standards, and [ITSO] and the German 
specification are national implementations. 
 
The basic architecture in the standards:  
 

·  uses store and forward off-line terminals, each with a SAM,  
·  individually polls the terminals to collect transaction information and return control 

information,  
·  equips each scheme with a message routing, monitoring and archiving node that 

connects on one side to terminals and commercial systems and on the other side to 
a national network, and 

·  has a national security key and access permissions distribution service. 
 
On-line use (even simply store of transaction message at a local server for later 
forwarding, particularly if the SAM is on the local server) may have a security model 
significantly different from that for the configuration that is totally off-line with SAM in the 
terminal. ITSO does not (end 2005) currently have an on-line method and security model. 
 
A.5 Authentication 

Authentication has a number of architectures, depending on the level of security required. 
Also the non-smart-card methods are part of a continuum of authentication methods. Non 
smart card methods typically use a PIN or password typed in at a (probably insecure if 
based on a PC) terminal, perhaps with a certificate held in the terminal; secure sub-
terminals may be used. 
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The typical architecture (see [eAuth]) uses a PKI method, in which public/private security 
key pairs are created and used to secure a certificate that contains user data, a pointer to 
the certificate issuer, and an electronic signature used to prove the integrity of the 
certificate. Methods for formatting and using the certificate are taken from other technology 
areas, typically internet specifications (www.rfc.net) and the ITU-T certificate standard 
X.509 V3 (also published as ISO/IEC/ITU 9594-8). 
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Annex B: Examples 

B.1 Review 

B.1.1 Local schemes 

Within the SmartCities Interest Group (SIG), and amongst many scheme promoters, two 
types of use for citizen service cards dominate in basic planning and implementation: 
 

·  Face to face in libraries, leisure centres, etc – to enhance existing single function 
flash cards by upgrading them to smart cards, and later by incorporating the 
functions into multi-application cards. 

·  Public transport ticketing – mainly for concession passes for the elderly and those 
with special needs, but in some schemes adding an e-purse dedicated to 
purchasing travel on public transport, and even expanding that e-purse to a full e-
money deployment. 

 
For the cards configured primarily for face-to-face transactions, there are a large variety of 
data and security architectures in use, often based on simple data structures that can be 
used in basic memory cards. The specifications have historically been developed by 
system suppliers, but increasingly public specifications are being developed. 
 
Public transport has also historically used proprietary methods and data structures 
provided by system suppliers, often little different in design from the basic data structure 
applicable to a mag stripe card. More recently, pre-paid token purses have been added. 
Gradually common specifications are coming to be used, and now across Europe public 
sector specifications and standards are being developed [IFM] [IOPTA] [ITSO]. 
 
In addition there are already a large number of closed schemes for:  
 

·  Educational institutions  
 
These schemes have until recently all used methods developed by scheme suppliers, but 
now educational and public sector schemes are coming together so that a number of 
common specifications will emerge.  
 
B.1.2 Schemes working to a national specification 

There are several large scale closed schemes at national level. For example: 
 

·  From the private sector, in some countries across Europe there is widespread use 
of smart cards for demonstrating entitlement to medical services, particularly for 
insurance-funded services.  

 
Those healthcare schemes often started with memory cards and have migrated or are 
migrating to microprocessor cards. They have not generally intended to allow multi-
application citizen service cards to carry their applications, or themselves issued multi-
application cards, but: 
 

·  Austria is rolling out a healthcare digital signature card scheme, using a national 
specification, that is expected to develop into a more general public sector ID and 
authentication scheme. 
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A pan European single function scheme has been launched in the healthcare sector, with 
a public specification and multiple issuers: 
 

·  The E111 form for travellers is in the UK being replaced by a passive entitlement 
card that will later migrate to a smart card. Other EU countries may issue a new 
card will be recommended, or adapt health insurance card schemes.  

 
The following EC countries are already deploying or preparing to deploy smart cards as ID 
cards. For example: 
 

·  Belgium 
·  Estonia 
·  Spain 
·  Italy 
·  The Netherlands 
·  Finland 
·  Slovenia 

 
The UK has 2 embryo ID projects: 
 

·  ID cards, for face to face use 
·  eID cards, to be issued by local authorities but to a national specification and using 

a national PKI 
 
Neither UK scheme yet has a technical specification for the cards, transaction methods 
and security model, although a considerable amount of work has been done on biometrics 
for strong authentication. 
 
In eTicketing for public transport: 
 

·  Both the Netherlands and Denmark have contracts for national schemes to 
proprietary specifications, and the Netherlands is committed to publishing the 
specification to permit third parties to provide interoperable equipment. 

·  An important scheme-led specification has appeared and been implemented. This is 
the Calypso method developed in Paris; it is intended for metropolitan areas across 
those European countries in monetary union (the Euro zone).  

·  The UK has developed the [ITSO] specification (an implementation of the 
developing European [IFM] and [IOPTA]  standards) The specification, a dedicated 
SAM and support services have been developed and are being maintained for or by 
a management company (but the specification is owned by central government). 
This specification is being used in a growing number of developing schemes (at end 
2005 almost 10 schemes) across the UK, and shortly after rollout the schemes are 
intended to be interoperable. Several card types and formats are supported, and as 
UK schemes are rolled out to the [ITSO] specification, they will also be able to use 
Calypso format cards – but not Calypso scheme tickets. 

·  Also a number of schemes are in use in urban areas across Europe, mostly to 
supplier specifications.  

 
Some schemes have been approaching the multi-function card concept, and here the 
SmartCities demonstration project in Southampton, UK, was a pioneer in addressing the 
migration from single function cards to multi-function, and then to multiple transaction 
methods: they took a transport ticketing scheme developed by a university, merged it with 
a local authority citizen service scheme that used primarily face-to-face methods, and then 
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began to add on-line transactions. A pan-European SmartCities Interest Group (SIG) has 
been formed, and the SmartCities material is an input to this CWA. 
 
B.2 Moving to multi-application cards and multi-issuer 

Multi-application smart cards add convenience for the card holder and flexibility 
for the SCC managers. Enabling multiple card issuers within an SCC allows for 
strong links between an eService provider and users of that eService, for 
example in eTicketing. In parallel, transaction methods and database 
structures become candidates for modernising in order to share infrastructure 
and data definitions, and use common data. 

This section introduces: 

·  Adding on-line transaction methods using smart cards where existing 
functions such as leisure centre bookings are face-to-face or by telephone; 

·  Upgrading existing e-gov methods to use smart cards for a better user 
experience and stronger security; 

·  Adding new on-line services requiring medium and strong verification of ID 
or of credentials (strong authentication). 

 
Several countries within the EC have for a few years been aware of the possibilities for 
using a citizen service card for: 
 

·  General on-line use from home and office in connection with a wide variety of local 
functions 

 
On-line use of the citizen service card is:  
 

·  An add-on to the use of the card in face to face transactions (e.g. instead of 
phoning a sports centre, a booking can be made on-line) 

·  An upgrade of existing e-gov implementations that initiall use ID and authorisation 
information typed in at a web browser (and perhaps in some cases use a certificate 
in the PC)  

·  An opportunity to develop strong verification of ID or of credentials during on-line 
transactions  

 
On-line use of a suitably configured smart card enables more transactions to be carried 
out in an unattended environment, thus improving the service to the citizen and 
businesses, in line with EC policy. Multi-application card platforms provide the flexibility 
and security required by eService providers. 
 
Designs of card needed to support strong verification of ID are different from those that 
provide adequate security mechanisms for booking a squash court – but the higher 
specification card also supports the basic functions. Nevertheless, using a citizen service 
card on-line from home or office has greater technical security threats than the card’s use 
at the reception desk in the leisure centre, threats that are countered by using appropriate 
transaction methods, security functions and data structures, and terminal configurations. 
 
Central administrations, including support services for local authorities, are expected to 
provide: 
 

·  Authentication services for on-line use in connection with a smart card, growing 
organically from local requirements but using a central authentication service – in 
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countries that do not have strong management of citizen ID, that may mean re-
registering citizens and other residents in a new database structure (central or 
partitioned at local level). 

 
Where central and local government has many databases holding information about its 
citizens, the quality of central systems, and in turn the quality of service to the citizen,  are 
often being improved in parallel with the introduction of citizen service smart cards. While 
the detail of central system architecture is outside the scope of this CWA, the methods 
introduced here point to the efficient ways to configure central systems, efficient in security 
terms, quality of service, and in financial terms. That there is an investment cost, both for 
systems and for personnel re-training, is fully acknowledged. 
 
In particular, unifying the structures of databases across central and local government, 
where those databases hold information about citizens and businesses, fits well with the 
introduction of ICT methods for unattended access to citizen services (from home, office, 
and kiosks) and with the use of smart cards and secure terminal technology to secure that 
access. This aligns with EC policy for access to eServices for all – and smart card 
technology can assist with automatically configuring terminals and systems to respond to 
personal preferences and special needs40. 
 
At the smart card level, the multi-application card provides flexibility of configuration, 
freedom for on-card application owners to manage their real estate on the card, and 
security firewalling so that on-card applications do not interfere with each other.  
 
Typically the multi-application card also has strong security functions, so that it can host an 
ID and authentication application (often referred to as an IAS application: Identification, 
Authentication and electronic Signature). Choosing an optimum card platform allows for 
the maximum number of eServices to make use of it, and for the maximum number of 
terminal types to work with it. A typical multi-application card platform used in citizen 
service card schemes will:  
 

·  be a JavaCard (although the Multos OS will also be used),  
·  have strong cryptography capability,  
·  be Global Platform compliant.  

 

Global Platform is an international industry consortium providing specifications 
for secure multi-application smart card platforms and for other components of a 
smart card scheme.  

 
The menu for on-card applications used when issuing the card typically includes:  
 

·  a card management application (mandatory for Global Platform, and possibly built-
in to the card OS),  

·  an application for basic citizen services (library, leisure facilities, etc) (mainly data, 
but may also be product-oriented as in the [IFM] [IOPTA] [ITSO] method),  

·  a transport ticketing application (recommended to be [IFM] [IOPTA] [ITSO] 
compliant for national or regional interoperability, or Calypso compliant where use is 
limited to a metropolitan area),  

·  an IAS application for strong security ID and authentication (possibly also for digital 
electronic signature),  

·  a payment application (but there is no common method as yet),  
                                                 
40 CEN standard EN 1332-4 and the eURI CWA 13987:2003 have already established the required 
methods at the smart card level, with considerable EC financial support  
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·  a local retail loyalty function (e.g. in a relatively self-contained city that dominates its 
hinterland) (possibly an on-card application, possibly added to the basic citizen 
services, possibly product-oriented as in the [IFM] [IOPTA] [ITSO] method),  

·  a special needs and user-controlled data application [eURI], and  
·  in some countries a health insurance application41  

 
It is important to understand that schemes may use several types of card, particularly 
where legacy applications are incorporated into a larger scheme. Single application 
microprocessor cards, and even memory cards, will continue to be used where 
appropriate. 
 
Issuing smart cards after personalising them with applications, data and security keys has 
to be synchronised with equipping the acceptor network (terminals and servers) with the 
corresponding security keys and transaction functions. 
 
Within an SCC there may be multiple issuers of cards. At the same time, particular card 
types from a particular issuer may be accepted by only a part of the acceptor network. 
Partial acceptance is particularly appropriate for single function cards (such as for 
transport ticketing) or for cards with a small number of linked functions (e.g. event tickets 
with public transport add-on). Each issuer must ensure that card issuing is synchronised 
with enabling the relevant terminals and servers.  
 
For strong security multi-application cards, security considerations may dictate a single 
issuer at the technical level, although the card holder may see several issuers at the 
business level. 
 
B.3 Partial case studies of developing schemes 

UK ID Card 

At national level in the UK, there are proposals for a UK ID card scheme. The Home Office 
has announced that it will build a register of citizens and others entitled to reside within the 
UK, will issue them with ID cards, and will record in the database all activity by card 
holders when using the ID card. The database may be the same database as is used for 
passport holders, and it may be merged with the Driving Licence database. 
 
At end 2005 the UK ID card scheme is for a single application card intended to be used 
on-line only to the HO verfication eService, but natural extensions are:  
 

·  to add access to more eServices, with the eService (or a gateway) carrying out 
validation by accessing the HO server, and 

·  to add more applications onto the card. 
 
If server or gateway42 access to HO’s verification service is added, clearly the card 
holder’s activity can be recorded – but if the eService does not access the HO’s 
verification service, then activity will not be recorded43. 
 

                                                 
41 The IAS application may support the health insurance eService, rather than having a specific on-
card application for health insurance 
42 In MUSST terminology, an eService Access Point 
43 I expect that commercial eServices will only occasionally verify identity if they have to pay for the 
service 
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If more applications are added to the UK ID card (as envisaged in OSCIE GIF, and 
perhaps also in eAuth), when those additional on-card applications are used, will the card 
issuer (for example an agency belonging to HO) get any messages recording activity? 
 
 
UK proposed citizen service card 

The proposal is for: 
 
·  Local municipalities to register persons and issue cards (operate an RA).  
·  A central government owned and operated PKI to issues identification certificates on 

request from the RA. 
 
An initial scheme not using smart cards will be rolled out: certificates will be stored in the 
terminals. However, before rolling out any cards to citizens there are internal changes to 
be made to public administration methods (e.g. deploying secure email across all 
municipalities and out to agencies and other organisations with which they exchange 
personal data about citizens). See the Government Connect project at 
www.govconnect.gov.uk . 
 
 
UK Scotland transport ticketing and other citizen services 

There is a developing Scottish combined scheme for local citizen services and public 
transport ticketing.  

 
The initial deployment has:  
 

·  one transport ticketing scheme for national concessionary travel products, with the 
expectation that some private transport operators will later develop their own 
ticketing schemes 

·  32 local municipality schemes, many to one of 3 common designs 
 
The Scottish model puts some of this in context. In initial deployment there is one scheme, 
and it is probable that the following initial organisation is intended: 
 

·  eTicketing transactions (acceptance of concession passes) will largely take place 
on buses 

·  The Scottish Transport Agency (STA) is the ITSO Licensed Service Operator and 
also owner of the ITSO scheme (operates one Collection and Forwarding node, 
which is connected into the UK network of ITSO schemes 

·  Buses are operated by physical service operators in the private sector, contracted 
to accept concession passes and collect funds later from the STA (the re-
imbursement model) (the bus services of course also accept many other fare-paying 
passengers, but in the early stages they will not have or use cards) 

·  Bus fleet operators want immediate, separate transaction data and route and 
vehicle data for fleet management and revenue protection (assisting in verifying the 
accuracy of re-imbursement by the STA – the STA calculates the  payment from 
transaction messages received by the Product Owner back office) 

·  The ITSO Application Owner (known as the Shell Owner in the ITSO spec) and 
Product Owner is the STA 

·  The Card Issuer may be a management company working for the Scottish 
Executive (or possibly all 32 municipalities will be Card Issuers, with most of them 
sub-contracting to one bureau) 
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·  Most municipalities will only implement eService having a low security requirement 
(and thus will use a Mifare™ card), but with a migration path to multi-application 
cards 

 
The scheme has:  
 
·  a national specification for the card map (initially on a 4K Mifare™ card44), but with 

local implementation of citizen service eServices 
·  a national ITSO compliant scheme for transport ticketing where the card holder is 

entitled to free concessionary travel, with options for local public sector sub-
schemes within the national scheme and for later development of transport service 
operator ITSO compliant schemes (which will enable tickets paid for by the card 
holder to be added to the cards). 

 
The scheme has the potential to collect a great deal of information about the activities 
of the card holders, mainly because the card holds a combined national transport 
application and one or more local citizen service applications45. In particular, because 
the concessionary travel passes (for the elderly and the disabled) are issued by the 
STA, government can collect a lot of information about that class of citizens. 

 
 
 
 
 
 
 

                                                 
44 But from the start a small number of existing schemes will continue to use microprocessor cards, 
typically the JCOP 30 
45 As the design is based on a memory card, an ‘application’ on the card is only a dataset 
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Annex C: Mifare™ 

Mifare™ is the name for a contactless secure memory card technology. Although 
proprietary, it is included in the ISO/IEC 14443 standard for contactless Proximity cards 
(up to 10cm range), and several manufacturers hold licences to manufacture using the 
technology. 
 
As the name suggests, Mifare™ was initially developed for public transport ticketing, but it 
is now more widely used:  
 

·  in general purpose schemes, particularly for basic citizen eService support, and  
·  for building access 

 
Mifare™ is a proprietary technology, now owned by Philips, but:  
 

·  manufacturing licences are available to, and have been issued to, other 
manufacturers, and  

·  the basic interface method is incorporated into the Proximity contactless card 
standard (ISO/IEC 14443) as Type A of two methods 

 
Mifare™ is widely deployed in the basic low security citizen service schemes (libraries, 
leisure centres, perhaps incorporating school schemes). In a later second phase these 
schemes are expected to add on-line access from home and office – upgrading to a dual 
interface microprocessor card for those card holders who want the on-line access. Some 
card holders will change to the new card and use the new on-line functions, others will stay 
with Mifare™ and the first phase. The new cards will have to work in off-line equipment 
originally used to handle just Mifare™ – suppliers are offering Mifare™ emulation on some 
microprocessor card platforms that, although backwards compatibile at the card level, may 
require a small upgrade to the legacy terminal equipment to ensure that it correctly 
recognises and initialises the dual interface cards as memory card emulators. Some first 
phase equipment (usually in ticket offices) will probably have to be replaced (possibly just 
enhanced) in order to offer enhanced services (similar to the  on-line services) for holders 
of the first phase Mifare™ cards (services as newly offered over the internet only to the 
new type cards). 
 
It should be noted that Mifare™ is not designed for interoperability between schemes or for 
strong privacy of personal data. Therefore adding the dual interface microprocessor card 
should not be simply a case of moving up from a basic Mifare™ memory card to a 
Mifare™ emulation on the contactless interface of a microprocessor card (a temptation 
particularly for transport ticketing). Instead, the commitment should be made to use 
ISO/IEC 7816 applications (often in the form of JavaCard applets) on the dual interface 
microprocessor cards, and arrange within the first phase infrastructure for the new type 
cards to work alongside the basic Mifare™ cards.  
 
There is a particular problem when a scheme starts with the larger version of Mifare™ 
(4Kbytes of memory), putting both local authority citizen service functions and transport 
ticketing on the same card: terminal infrastructure in the LA part of the scheme must be 
carefully chosen from the beginning. Fortunately, on the market there are now some low 
cost card readers with Mifare™ functionality as well as a contact interface – that will help 
with PC-based systems, but security is poor. There may be a major difficulty with 
dedicated complete terminals, often derived from payment terminals – these tend to be 
deployed in retail environments. 
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Except for the card serial number, reading any data sector from a Mifare™ card (or from a 
Mifare™ emulation in Mifare™ protocol mode) requires that that sector’s read access key 
are presented to the card. ITSO deals with this by using the same read key set for every 
ITSO Shell on a Mifare™ card (or in a Mifare™ emulation on a microprocessor card) within 
one security domain – the UK has only one security domain in the national set of ITSO 
schemes – and that means that those read keys sooner or later become public knowledge.  
ITSO’s rule is therefore that personal data should not be held on the card without the 
specific permission of the card holder, but even that may not be sufficient to comply with 
data protection rules.  
 
 
 


