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Comments on Office of the e-Envoy paper: 

 Smart cards: Enabling e-Government, Draft Policy Framework
LASSeO fully supports the general thrust of the document and the policies it outlines.   

The review of where we are to date is useful as its sets the context for future work.  The involvement of the OeE and the prominence of e-Gif is welcomed by LASSeO, but this gives rise to a number of issues that are worthy of further examination, attention and comment.  

Those that LASSeO consider important are addressed below:

General:

This is a very significant document for the whole public sector and as such needs to be self-contained, accessible and precise.   Although the document is very readable, it would still benefit from further review of the terminology used in it.    As an example, the definition of financial transactions needs to be spelled out when discussing EMV – do they include e-purse? Or Stored travel rights? 

There is no intention to be super-critical here, just a desire to ensure that the document is self-contained and requires the minimum of prior knowledge from the reader. 

Section 2 Smart Cards in Government
What is a Smart Card?
The description of the infrastructure next to the illustration should also mention the Security Management System as this is a significant issue for any smart card deployment.  
Contact and Contactless Cards
Dual Interface cards offering a combination of contact and contactless interfaces are becoming increasingly common because of their ability to provide the flexibility to access all kinds of functions and services through a single card.

Benefits to Citizens
The potential for larger capacity cards to offer more off-line capability is likely to be very significant.   For example the potential for off-line payments through pre-authorized debits could radically change the face of card usage in the UK and could provide a workable alternative to e-purse technologies and much closer inter-working between local authorities and the financial sector. 

Section 3 Challenges and Issues to Delivering Smart Card Enabled Services
Standards
LASSeO particularly supports the assertions about the opportunity to set specifications for the public sector.  

Infrastructure
Mention of Security management as a key part of the infrastructure would be helpful here. 

A pointer to work to be completed by the National project on infrastructures and managements systems would be helpful.

Co-ordination of Public Sector Initiatives  
The need for sharing knowledge and experience is well made and the involvement of the OeE at the centre of Government will be very useful.  However, this may be an appropriate place to cover the activities of others such as the National Smartcard Project - sponsored by the ODPM, the National Smartcard Networking Forum - being run by local authorities for local authorities, LASSeO and ITSO who are all striving to share the knowledge necessary to avoid fragmentation. 
Business Case
Business cases are often quite difficult to establish when dealing with single service smartcards.  Outside of the transport arena where cards are used as tickets, the typical single application scheme can operate quite successfully using bar code or magnetic stripe technology.  

The start-up costs and the cost of the infrastructure can be hard to justify in these circumstances.  It is only the advent of multi-application cards that opens up possibilities of economy of scale for public sector applications. 

It might be helpful to indicate that advice covering Card ownership, branding, cost sharing, etc will be available from the National Smartcard Project.

Section 4 Policy Framework

e-Government Interoperability Framework (e-GIF)

The smartcard standards working group has a wider constituency than “relevant government departments” and it would be helpful to include local authorities and indeed LASSeO & ITSO here.

e-GIF’s role in providing co-ordination
LASSeO strongly supports the spirit of this paragraph.  We should use the e-GIF as a focal point to provide greater visibility, coherence and notably AUTHORITY to the application of standards in this space.  We also need to address the role and function of the newly-formed Local Authority Standards Body (a further National project sponsored by the ODPM) and this role needs to be identified and documented in the strategy paper.


e-GIF’s role in facilitating the development of smart card standards 
Again LASSeO is inclined to agree with the thrust of this section, in that we also believe that e-GIF is an excellent place to coordinate the work of various sector-specialist bodies.  The work of these groups, including ITSO, LASSeO and the National Smartcard Project need to be appropriately supported and experience to date indicates that sponsorship makes a considerable difference to the viability of such activity.  

LASSeO is being supported through the National Project but there is an issue of sustainability after the project ends in March 2004.

Adherence to the e-GIF  
The concept of ensuring compliance through the e-GIF is very attractive and Action 3 is laudable.  However, this again raises the question of sustainability.  Interoperability is of paramount importance to many smart card functions and adherence to standards carries huge significance.   What monitoring mechanisms are in place to detect non-compliance?  How are cards, software, hardware, and procedures to be monitored and how are they to be accredited?  There is a considerable long term activity here similar to that being planned by ITSO.  Thinking around this area needs to be carried out urgently and LASSeO has already raised this issue.  

The National Project, through LASSeO, will be addressing the whole standards sustainability issue as the last part of its work and engagement of the other players is required urgently.

An Integrated and Co-ordinated approach
Policy 2 is also being supported through the ODPM National project and LASSeO appreciate the value of the input from the OeE.

The actions here are clearly useful to local authorities and the citizen focus in Action 2 and the paragraphs concerning private sector engagement are very important.    Again much of this activity is being considered by the National Smartcard project and some signposting here might be helpful.

Providing a Business Case for Smart Cards  
We should be careful about assuming that central databases are a pre-requisite for smart cards.  Decentralised data handling through federated communities of trust and the judicious use of data on cards can do much to ease public concerns about civil liberty issues. 

Action 3 
This should refer to sustainable business models rather than to the singular.   There is not a one-size-fits-all solution. 

Sharing experience and best practice

LASSeO is happy with the concept here but is concerned about the proliferation of sites covering the same kind of material.   There is the SCNF forum site, the National project site, LASSeO and ITSO have sites, and at present these have links that are not altogether adequate.  This area needs attention.
Protecting privacy

It is clear that access to personal data is a key issue and the local authority thrust here will be to keep control of applications and data firmly in the hands of the card holder.  It needs to be their card, carrying the applications that they want to use and holding the data that they wish it to hold.  If they wish to use a service then they will need to allow access to the data.  If they wish to use secure services, then they will need to be able to prove who they are through an appropriated authorisation process. 

Much work is being carried out in the legal areas concerning this through the National Project.

Policy 3 

LASSeO feels that this Policy should be more strongly worded to indicate a level of citizen control rather than simple access to data that is being held.

Promoting Secure Electronic Transactions

Work is being carried out through the National Project with the IDeA to allocate standard trust levels to each local authority service based upon the Electronic Service Delivery toolkit.   It is intended to extend this list to other services such as transport ticketing but, to date, extending it to central government services has not been considered.  It would make obvious sense for these things to be examined in parallel.  
Policy 4 
LASSeO strongly supports policy 4 because this is fundamental to interoperability and therefore to widespread adoption of smartcards in the public sector.

Section 5 Next steps

Policy 1

LASSeO supports and wishes to become/remain involved in all 4 actions.

There is a further question relating to Action 3 and that is how this is to be delivered.  LASSEO is instigating this debate through the National Project and wishes to be part of any decisions made in this area.   LASSeO could be used as a vehicle to deliver the kind of services required.  

Policy 2 
LASSeO supports the actions outlined in this policy and sees its involvement in Action 2 because of the interoperability issues that arise for sharing cards, infrastructure etc. 

Policy 3, Policy 4

LASSeO has much to contribute to these areas and would welcome the opportunity to become involved in any work arising.

As chair of LASSeO, I would like to emphasise that our greatest concern is sustainability.  Much of our work is funded through the National Smartcard project and this has a finite end.  The work required to maintain, develop, disseminate, monitor, accredit, etc will continue.  The trick will be to get the right players in the right place to deliver the elements required.    LASSeO would particularly welcome the opportunity of discussing this issue with all interested parties.
I hope that these comments are helpful in our joint aim of encouraging the spread of smart card technology, wisely and appropriately through the UK public sector.   

M.J. Davies

Interim Chair

LASSeO

October 2003
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