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Guidance Note on the Provision for LASSeO Encoding onto DESFire Cards Issued with ITSO Encoding 
Purpose of Guidance 
This guidance is principally intended to help those personnel in Local Authorities, Travel Concession Authorities who, following the ITSO withdrawal of support for Mifare cards, are managing the transition to an alternative card-type for cards issued after December 31, 2009.  

It is designed to provide a short summary of the decisions and implications associated with encoding a “dual-mapping” of ITSO (for Transport) and LASSeO (for additional local authority services) onto a single DESFire 4k card.
Technical references are included at the end of the document.

Background

This guidance follows a technical agreement between ITSO and LASSeO on how best to ensure key management and a uniform approach for adding the LASSeO standard encoding onto DESFire cards.   
It is applicable both to the DESFire 4k card (EV1 and non-EV1), which is likely to become the choice of many for issuing transport concessions (and, indeed, is also the only platform on which LASSeO members have actively sought this advice
) and DESFire 8k (EV1)
.  However, while ITSO CMD7 covers all DESFire platforms (if ITSO certified), the DESFire 2k (EV1) card is excluded as there is unlikely to be enough space for both ITSO and LASSeO applications.  Furthermore, this card cannot be certified to ITSO CMD7. 

Assumptions
For a combination of technical and practical reasons, it is expected that a migration of an existing ITSO concessionary transport scheme will be to a:
· DESfire 4k EV1 card which will, in the initial instance, be used only in ‘Native Mode’
This guidance only covers the addition of LASSeO encoding. Including other third party applications would require further investigation. 

LASSeO Card Mapping

The agreement between ITSO and LASSeO makes a specific provision for LASSeO to have exclusive use of a proportion of the card protected by security keys and enables a number of alternative levels of implementation for scenarios where there is either no citizen data, or just partial data to be encoded to the card
. 
The CM owner should create up to 5 Application Placeholders using AIDs as specified by the LASSeO specification (0x F40110, 0x F40111, 0xF40112, 0xF40113 and 0xF40114).  
Note:  While 5 placeholder applications are allowed, one of these must be the Services directory which leaves 4 placeholders for actual service applications.  The AID of the Services directory is always F40110, the CCDA (mandatory) is always F40111 which leaves the other three AIDs for additional services.

For each AID used: 

i. Set the 3 Byte AID value 

ii. Set the maximum number of keys per application to 3

iii. Set the use of ISO/IEC 7816 file identifiers to No   

iv. Set the Application cryptographic operation to TDES 
Implementing the LASSeO Card Mapping
There are a number of elements that may be included when setting up the LASSeO part of the card.  In practice, for the initial ‘switch-over’ on ENCTS cards from Mifare Classic to DESFire for January 2010, time restriction means that only the minimum initialization may be possible.  However, two further options are identified below, with Option 3 representing the most beneficial way of using the LASSeO specification for schemes that do not have specific applications to encode.
1.  Minimum Implementation - Create a file structure (5 LASSeO AIDs, including the Service Directory) 
In this scenario, it is envisaged that (at a future date) local authorities can invite cardholders to bring their card to specific terminals for them to be updated.  Therefore, while this maintains the potential for multi-application use through LASSeO encoding, it has limitations on effective deployment.

The LASSeO Application Placeholders/AIDs should be protected by a single diversified key or individual keys (which equate to a transport key).  Key permissions should be set in such a way to allow this key/these keys to be replaced with live keys without the use of the Card Master Key.

2.  Create a file structure (5 LASSeO AIDs, including the Service Directory) and enable SNAPI 
 

This scenario assumes that TCAs/LAs are not in a position to encode data to the CCDA, but wish to enable the Special Needs Application Program Interface (SNAPI) application – see below for detail - for possible future use by having a single tag containing the Service Label and no actual settings 

Note:  To use the SNAPI application, it would still need to be populated with personal preferences and there is no infrastructure to support that at the moment.  Also, if any files are created - to allow them to be used later, they must be of the appropriate sizes and structures as described in the LASSeO spec, even though there may be minimal data to start with. 

3.  Create a file structure (5 LASSeO AIDs, including the Service Directory) and encode CCDA and SNAPI
Using the structure identified above, LASSeO’s preferred implementation would see both the ‘Common Cardholder Data Application’ (CCDA) and Special Needs Application Program Interface (SNAPI) initialized on the card from the outset. This would give the maximum opportunity for the card to be used in a multi-application environment.
In a standard implementation LASSeO recommends that the CCDA is populated so as to allow the potential benefit of shared data across LASSeO applications (and, potentially, between schemes working in co-operation).

Note: The most important element within the CCDA is the 16 digit card number (LASSeO recommended format).  This is has been used by a number of schemes as a common identifier for access to multiple applications
 (leading to consideration that it might be more appropriately called the “Local Authority Entitlement Number").  

In a transport scheme, it is compulsory to have the (18 Digit) ITSO number on each card – making it the de facto ‘Card Number”.  It is therefore recommended that where a scheme expects to make use of LASSeO Card Number (LA Entitlement Number), this should also be printed on the card from the outset (probably on the reverse, with a clear label such as ‘LA Number’).  There are two main benefits of having an LA Entitlement Number encoded (and printed) onto the card:

i.  The number is owned and controlled by the local authority, meaning that this can be easily referenced across different services

ii.  Currently, typical local authority services are formatted to store a 16 digit number
Figure 1: An Example of a Card with the Local Authority Entitlement Number printed on the back
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Key Management

The LA/TCA is the card owner and is therefore responsible for defining and controlling the Card Master Key (which is often the same as the ITSO Application Master Key).  Each of the LASSeO elements should be protected by a unique diversified key.  If the TCA/LA asks a card producer ‘look after’ the keys, then it is only as their agent to perform the production task. If multiple producers need the same key, then the LA/TCA should send it to all relevant producers. 

It should not be considered that it is the role of the first card producer to invent the keys and send them on to the LA/TCA and any other nominated producer. However, if the LA/TCA asks the first producer to do this, then they are acting as agents of the LA/TCA (which retains the responsibility for this as the card owner).  In the future, it might be that a third party (such as an agency that is used to verify the encoding on the card) is better placed to provide a secure service to hold the keys on behalf of the scheme. 

Once the ITSO shell is created, there is no ITSO function that requires knowledge of the Master key.  Therefore, there is no necessity for a common key value to be shared more widely than within an area with a common scheme operator (e.g. PTE; County scheme with participating districts).  By enabling sufficient LASSeO placeholder applications to be created at the outset, these can be upgraded to a real application, when required, by using the single diversified key (equating to a transport key) applied on first encoding.  

Reference Documentation

From www.lasseo.org.uk 

· DESFIRE Specification V1.0

From ITSO 
· ITSO DG0017 CMD7 Security 

(note this is a Confidential Document which will only be provided to members 
who have the appropriate encryption key)
From www.snapi.org.uk/
EN-1332-4 "Coding of User Requirements for People with Special Needs".
About SNAPI

The SNAPI application has been developed to benefit those cardholders (such as the elderly and disabled) who might have special requirements at terminals or services offered by the card.  It allows user preferences, such as font size or screen colour to be preset on the card. By encoding this onto the card at the point of first issuance, there will be an opportunity for these special needs features to be used on suitably configured terminals.  

For example, if the SNAPI software is loaded onto the PC at a library, on presentation of a card, it will automatically register that a card with the SNAPI application has been presented.  The PC display will then either change to the presets that are saved on the SNAPI card (e.g. black text on a white background, changed to yellow text on a black background) or, possibly, offer an interface to configure the card presets for the user. 

About LASSeO
LASSeO requests that all LAs/TCA that adopt a LASSeO specification, should join LASSeO as a “User Member”.  There is no charge and this will ensure that they are notified of changes and new releases to documents.
Card Checking Service

LASSeO has worked with the Automatic Identification and Data Capture (AIDC) Centre to set up a facility to provide a checking service for LASSeO encoding of cards.  This is ensure uniformity of encoding interpretation across all schemes and provides re-assurance to both scheme providers and suppliers.  There is a fee for this service.
In the future, this service might be extended to provide a secure repository for holding electronic keys on behalf of scheme operators.

------------------END------------------
� LASSeO welcomes requests from existing and new members, to look at preparing specifications and guidance for alternative media.   


� It should be noted that ITSO advice states that ‘Where the 8k version of the CM is provided: LASSeO applications are, subject to the approval of the CM owner, permitted to use only the same amount of memory as if the CM were limited to 4k unless the CM owner agrees otherwise'.


 





� For LAs/TCAs that know exactly what they want in terms of data and services to be encoded to the card, and that have collected the data, there is greater flexibility in what they can do in terms of applications and AIDs, as long as they obey the rules relating to security and the division of space.  In these circumstances the applications are not placeholders, so the placeholder restrictions do not apply. They can use any of the permitted AIDs and are not restricted to 4 applications or 3 keys per application.


� http://www.snapi.org.uk/


� Such as library/leisure systems and cash collection. 
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