As chair of LASSeO, the Local Authority Smartcard Standards e-Organisation, I have contact with many local government people interested in using cards for access to service.    This is the key driver for local government – access to service.   The financial business case for smart cards in local government is not an easy one and they are acutely aware of any destabilising factors.  I’m afraid that many of them regard the ID card in this light at the moment.  

In order to understand this position we must set the National ID card in a wider smart card landscape and this is difficult enough in its own right.  The web provides masses of information, much of it generating more heat than light.   The ID Bill seems to be before one house or the other, or is in the media every day.  Trying to track down exactly what the current position is in respect of the scope of the card or the mechanics of how the cards are meant to be used leaves even a card practitioner a little bemused. 

So, being such a practitioner, I am going to discuss how local government is ploughing its own furrow. 

It has identified well over 800 service interactions and has found that the vast majority of these relate to low level, low risk, and therefore low security functions.   A growing number of local authorities have now embarked upon a path that will put Citizen Cards in the hands of their constituents (citizens and businesses).   The key features of Citizen Cards are that they are multi-functional (Multi-application), they may be based on more than one technology at any given time, they cover a range of risks, they may be updated and upgraded in flight, and they may be issued by more than one vendor.  They can carry customer preferences and are very much in the control of the card holder rather than the scheme operator or a card issuer – somewhat different from a National ID card.   

These are Citizen Cards, owned by the citizen, controlled by the citizen and used when the citizen sees fit.  At the low end, they hold travel tickets, library and leisure memberships, a number of concessions, maybe a closed e-purse, and can be used for door entry systems, easing access to resources of one kind or another, and for automatically configuring systems for things like accessibility options or language. 

None of these applications puts any great demand on security or authentication.  

However, as we move up the significance chain then knowing who we are dealing with becomes much more important.   

I have heard it said that there are no queues of people looking for anything more secure than travel tickets and library cards, but in my view this a little disingenuous.  Until e-services that need higher levels of authentication are promoted and marketed – why would anyone think they want a more secure card?   There is an education process needed here.

Those with the greatest social and economic needs often have great difficulty establishing who they are to officialdom.    They don’t have a driving licence, bank card, or passport.  They may have no fixed address, or they may just not be capable of remembering where they live (let alone PINs and Passwords).   Certainly some of these groups would welcome a process where their personal information can be captured once and then used repeatedly.   The addition of biometric information to a card or to a back office system could revolutionise their dealings with the public sector.

The classic internal case for higher end cards is for staff.  A typical staff card would have an ID function, would carry the holders desktop preferences, would provide secure system sign-on, would operate doors and track resource usage, could be used in a canteen or on-site vending machines etc.     Clearly such staff cards can have very strong credentials held on them if necessary.   Possibly the best example of this is in areas of cross agency working particularly dealing with people at risk.  In these circumstances it is vital that we all know exactly who we are dealing with and that documents we receive have been securely electronically signed.  

The key issues in this space are to do with a practical approach to potential touch points and overlaps, to minimising confusion and maximising the benefit to the citizen.  We need things that work off-line as well as on-line and we must avoid a wallet full of cards, a countertop full of card readers, and a plethora of logos.  

At the moment I think that local government regards the National ID card as a source of muddy waters, and they are keeping their distance.  However, there is an understanding out there that they must be part of it all if it is to work well and a degree of optimism in terms of opportunities to provide services to the project.  

If we can get it right and minimise citizen confusion we can make a difference.  

