Notes on LASSeO Meeting

Fielden House

25 February 2009

Present

Mick Davies

Lord Erroll

Chris Shire

Gwyn Williams

Alan Leibert

Jayne Ward

Peter Tomlinson

Kevin Farquarson

Apologies

Phil Cox

Geoff Doggett

Chris Lockwood

Owen McLaughlin

Review of Previous Minutes

Accepted

Discussions with Shaun Topham ongoing – meeting to be scheduled after March 12th.  

Further attempts to set up a meeting underway.  Not being chased as high priority.
Other actions on the agenda

Agenda

Mifare Situation

Jayne Ward pointed out that Bracknell uses JCOP cards and that this continues to be a cause of confusion with ITSO/ISL.  The situation has now been resolved and Bracknell Forest has been given an extra year's derogation by ITSO for the continuing use of JCOP cards.  As a result of this, BFBC are considering moving to DESFire in due course.  

The group discussed other options including bank supplied open contactless purse requirements.

Concern was expressed about where ITSO is going and what it is recommending to those using the various technologies available.  Current uncertainty about the nature and structure of ITSO is not helping.

MD proposed that we should draw a line under the ITSO Mifare issue and, apart from LAs possibly seeking further derogations, said that it would be most appropriate to consider the whole unfortunate episode closed and to try to move forward on that basis.

Lord Erroll pointed out that platform security is not the issue, the real issue is end-to-end system security and there is no suggestion that ITSO has been compromised on any platform. He asked if a document could be produced along these lines to set the scene and to improve understanding of the broader security issues. 

Action: MD (with support from Lord Erroll) to produce a letter for TCAs setting this broader context with copies to ITSO and ISL

This is in hand but events moved on quickly, removing the urgency.  Still to be done as a white(?) paper.
Specification Status

There are a number of alternatives without clarity at this time, and this is not helping the TCA and LA community. 

An ISL open meeting is being held on the 12th March targeting TCAs but is open to all ITSO members and has a large reported take-up. The aim is to discuss the options and way forward. 

The following discussion was intended to assist MD to prepare a presentation on

LASSeO’s progress and priorities to this meeting.

Re Mifare Plus: The actual status of this offering remains uncertain: people are still
awaiting samples; it may require a change in the terminal chip needs in all terminals; 
and it will require ITSO accreditation.  On balance the group considered that 
other options seems less risky but there are still issues to be resolved (see below).

LASSeO will request more information from NXP.

Post meeting note: ITSO has issued a note indicating its view that there isn't currently a business case for undertaking the investment in developing Mifare Plus 
into the ITSO Specification but that they will continue to monitor the position.   This confirms the LASSeO view on this product and we will not be pursuing the matter.

Re DESFire: the 4K DESfire option has been certified by ITSO, but the 8K version is not yet accredited. This raises issues for any authority that needs to specify new platforms in the short term. Furthermore, PT suggested that some security issues had been identified in the way that the ISAM handles DESFire and that this needs to be addressed.  In addition to this, the 8K version of DESfire has additional security options (AES) that are not supported by ITSO (yet).  It is this functionality that would significantly improve the overall security. 
Re Calypso: We need to know more before coming to any conclusion. The meeting noted a paper from Sedna promoting Calypso and LASSeO was charged with following up earlier discussions with Calypso to establish any proprietary/commercial aspects of using this technology.
Action: MD to follow up.  Following the presentation at ISL/ITSO/DfT conference no TCA has come forward to LASSeO seeking to use Calypso.  Calypso did send out flyer (below) ….If no colleagues are aware of anyone taking this up then we can discuss in terms of relative priority on the agenda.
Dear Colleague,

Now that the memory cards you are currently using for Concessionary  Travel have some severe security problems, you will have started to look for an alternative to those existing cards. Your search has  
probably moved to microprocessor cards, as they better meet your requirements for security and openness issues.

Microprocessor cards are not largely used in the UK, particularly CALYPSO, but you should know that, with more than 30 Million cards in use, the CALYPSO card is the leading microprocessor card both in the EU and in the rest of the world for Multi-application and Transport applications.

CALYPSO cards meet all your needs ? both now and into the future
(whatever your aspirations are).

CALYPSO cards are:
  - Approved by ITSO and can be used in ITSO schemes without software upgrades,
  - The most secure cards,
  - Available from a number of card suppliers avoiding single source issues
  - Fully compliant with all ISO standards, a feature required by your  
procurement process,
  - The only microprocessor cards to be really future proofed for  
different types of media (eg SIM mobile phones) thanks to their full  
compliance to standards,
  - Without any proprietary interfaces so that you would not be tied  
to one supplier.

For more details on CALYPSO cards….
followed by contact details.
Re CMD2: Neil Scales indicated to MD in a letter that CMD2 is not being de-committed but that he hopes performance of Java cards will be improved. KF asked if there were other CMD2 microprocessor cards that we should consider. CS said TANGO from ASK would do the job. Other solutions could be the Gemalto London implementation solution, or possibly the ECEBS solution. Given a year, there should be a number of such solutions available. Volume will dictate the timescale and availability.  If sufficient TCAs were interested in such an approach, this could be a more appropriate way forward but would be difficult in the existing timeframes. 
The meeting noted that CMD9 will eventually replace CMD2 as a new microprocessor ITSO accreditation.

AL asked whether there are chips generally available just supporting ISO 7816 parts 1, 2, 3 and 4 and CS said that there were.  However, he explained that suppliers might naturally tend to offer their own proprietary add-ons that could result in a longer term lock-in.  Caveat emptor seemed to be the order of the day and it would take an 'intelligent purchaser' to cut through this

With respect to LASSeO, this makes recommendation difficult. At this time DESFire seems to be the most realistic possibility with the caveat that consideration be given to replacement after 2 – 3 years.   However, further investigation may fill out the detail of other offerings and a simple costed roadmap would be of great value to LAs in general and to TCAs in particular. 
Action: MD to put together a presentation for the March ISL meeting.  Done
Subsequently ECEBS have provided an update that we will cover on the agenda.
LASSeO/ Mifare Testing

This refers to the Halifax AIDC smartcard centre which has set up a verification and inspection process to match LASSeO coding and data mapping requirements. The first card put through the process is Mifare classic.  AIDC has “tested” a number of Mifare classic cards for compliance with the LASSeO specification and is happy that it can provide a useful service. 
KF said the testing set up he reviewed on behalf London Boroughs is useful but there are still some open issues. The LASSeO specification they are working to is not the latest and this is being remedied. 

MD said that the process of testing a number of sample cards had proved very useful and had flushed out one or two potential ambiguities in the specification and that this is to be addressed.

AIDC was aware of the changing face of technology in the public sector and were already considering the implications of developing their tools for the DESFire platform as soon as specifications were available. 

MD also stressed that this was not an exclusive arrangement on LASSeO’s behalf and that there was no formal contract.  This is to be followed up by the Chairman.  
The present situation is that AIDC has developed tools to offer this service and had demonstrated to LASSeO’s satisfaction that they were able to check compliance with the specification. Other players may come forward in the future offering similar services and these would be taken on their merits if and when the occasion demanded. 

Action: MD  to meet AIDC and to establish a working relationship that would result in AIDC offering this service on an ongoing basis at an agreed charge to, for example, local authorities. LASSeO's role is to be explored and agreed.  Done and on the agenda.
Setting Development Priorities

Update to the current specification for Mifare Classic cards is top priority (see prior item).

The LASSeO DESFire specification needs to be completed but will require some funding. The issue for LASSeO is how such work may be funded. CS noted that later DESFire card (8K) with upgraded security (AES) needs to be included but we must ensure that only standard, non-proprietary commands are be used. Initial estimates indicate a funding requirement of between £7,000 - £10,000 to resolve and document any changes to the Mifare Classic specification (as discovered by the testing regime at AIDC) and to complete a DESFire specification. Discussion continued around sources of funding including the possibility of funding from the Smart Connect community and the potential of seeking BERR funding on the basis that the specification will be useful to suppliers.

Action: MD to ask Owen McLaughlin for cost estimates for both of the above and will seek funding from other sources. (eg Smart Connect, BERR, AIDC and others).  Jayne took the issue to BFBC who have undertaken to commission DESFire work and this is on the agenda.
MD to meet BERR rep (Jane Chelliah-Manning replacing Richard Foggy) on Thursday 30th at Halifax
MD also got AIDC to write to DfT & Lord Adonis proposing a meeting to assist development of specifications and testing regime.  No response so far.  
Updates

SNAPI – JG was not present so an overall report was not available (see post meeting note below).

However, AL advised that the eURI now taken this up as a new work item in ISO. 
KF indicated that the SNAPI shell was to be included in Hillingdon card although nothing will be done with it in the short term.

Post Meeting note: John Gill has subsequently issued an update as follows: 

· There will be a number of SNAPI-enabled terminals for the Cambridge Guided Busway, but these are unlikely to be operational until at least the early autumn.

· A web-based system has been developed for the user to change their preferences. 

· As reported above, Hillingdon Council will have 150,000 cards with an empty SNAPI application to be encoded on the cards for future use.

· SNAPI and the logo have been registered as trade marks of LASSeO Ltd and the SNAPI Wizard software is property of LASSeO Ltd.

· There are still some grant applications awaiting decisions, but the present economic climate is not encouraging.
The aim is to make it available free of charge to those interested in implementing SNAPI.  
Action: All - We need some simple licence agreement for this purpose.  One possibility is the GNU agreement.  Do members have any suggestions on the best way to handle this?

Pick up on the angenda.
SCNF – KF reported that extensive rework and rebranding is taking place to re-vitalise the SCNF and that a number of events are upcoming to secure its position as the premier smartcard networking organisation. The SCNF have secured sponsors to provide a sound financial base for the next 12 months but that it is now time for the present for interim management arrangement to be brought to a close with the appointment of a new chairman/woman.  Ideally this person should represent local authorities and KF indicated that the search is on for a new chair and that all proposals/nominations are welcome.

TCF WG21 – The Transport Card Forum meeting is scheduled for 3 March at which WG21 progress will be presented. 

It was agreed that LASSeO should support the WG21 questionnaire and issue a covering letter indicating the potential value to TCAs of sharing their views on what and how council services could/should coexist with transport applications on a single card.

KF indicated that the SCNF was also supporting this initiative.

Action: MD to follow this up through WG21.
 

Have done so.  Smartex very slow in issuing q’aire.  I understand that it has gone out with a LASSeO covering letter.
AIDC – MD reminded those present of the AIDC ID09 event at the Leeds Armoury from 9 -11 March and that there were substantial discounts available to LASSeO members particularly for the smartcard day. 
Other – (PT) raised an issue about present discussion on proposed changes to ITSO IPE Type16 (name format change).  He stated that this discussion was inappropriate because no personal data should be held in a Type 16 record and that this should be checked by all concerned to ensure compliance with data protection.

Dates for LASSeO Meetings

The general rule for future LASSeO meeting will be to schedule them for the last Wednesday of alternate months, starting 29 April 2009, missing out August (because of the holiday period) and slipping to September. 

Thus the planned dates are:

April 29 ‘09
June 24 ‘09
Sep 30 ‘09
Nov 25 ‘09
Then 

Jan 27 2010 and every two months after that.

It may be necessary to deviate from these as the year rolls on to take advantage of events, lack of meeting venues, etc but at least two weeks notice will be given of any variation.

